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Abstract: In this study, we want to show that despite the important and crucial data that health structures (hospitals,
clinics, health centers etc.) manage, they do not take into account the risks of patient data leaks. As a result, these
structures do not seem to favor computer audits on a regular basis in order to determine possible intrusion doors. some
people think that data leaks are due to external factors which can be characterized by cyber-attacks coming from outside.
Health care workers can take confidential patient information and expose it and without a security audit it would be
difficult to find the fault and the person responsible, hence the interest of security audits. The research was done because
we noticed that the health structures in Burkina Faso manage big and crucial data and they need to pay attention with.
Data leakage situations can be crucial on the one hand for patients who will see their personal information end up in the
public square and on the other hand discredit the image of the health structure and which will result in the non-
attendance of this structure. In this study, the expected result is to show the existence of the negligence of health
structures in Burkina Faso when managing patient data that can lead to a leak of this data, also to propose palliative
solutions to the risks to which they are exposed. We went to meet the managers in charge of managing these structures in
order to collect useful information and analyze it.
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1. Introduction

The IT audit can be defined as the set of techniques used
to assess the level of security of a structure. They are
essential for the survival of all structures. Health structures
in Burkina Faso are highly exposed to security risks if the
standards and rules governing the audit of IT security are
not well respected. We seem to notice that the health
structures neglect the permanent application of the IT
security audit. The adoption the IT security audit should be
a strategic decision for an organization. The design and
implementation of an organization's ISMS is influenced by
their needs and objectives, security requirements, the
processes employed and the size and structure of the
organization [1].

A security audit should meet the International Standard
that has been prepared to provide a model for establishing,
implementing, operating, monitoring, reviewing, maintaining

and improving an Information Security Management System
(ISMS) [1].

In Burkina-Faso, health structures are made up of public
hospitals, clinics, CMAs, CSPSs, etc.

Continuously conducting IT security audit tests could
prove to be the key to success in terms of protection for
any structure managing important and sensitive data. The
various alerts on the security risks faced by many
structures challenge more than one to become aware of the
measure. Are the health structures in tune with the
standards, rules and periodicity for the implementation of
security audits? Auditing of information security
constitutes a key part of security operations taken inside
organizations. Information security problems must be
addressed as quickly as possible [2]. Several institutions
believe that they are secure and are safe from all incidents
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that their data or equipment could not suffer probable
attacks. These institutions do not seem to add value to the
IT security audit. Public hospitals, clinics manage
important and confidential patient data that should not end
up in the hands of a foreign person. It is therefore
essential to take all the necessary and adequate measures
to protect them.

In a world characterized by the digitization of activities, all
structures are equipped with an information system that is
more or less dematerialized. Medium, small and even large
are all subject to the rule of having an information system. A
malfunction in the existence of a gateway to your system can
lead to data theft, an impact on the reputation of your
structure, and even spying on your structure. The computer
security audit makes it possible to make a statement of the
vulnerabilities of your information system in order to
compensate for all eventualities of intrusion. The IT audit is a
process that is intended to be periodic in order to detect any
risks that may affect the information system. The health
structures in Burkina Faso, despite the security issues they
face, seem not to respect the periodicity and the principles of
the IT security audit, all of which expose them to enormous
and permanent security risks. Structures that manage a large
flow of data, such as hospitals, must permanently apply an IT
security audit.

2. Materials and Methods
2.1. Materials

We used the quantitative method to collect our primary
data. This method allows us to quantify by giving the real
proportions of our results. In each health structure we
exchanged with the person in charge of the computer system

in order to collect information on the way in which they work.

A structured questionnaire was prepared and an interview
session was initiated. A validity, consistency, and distribution
test was applied as a data verification technique. We used
spss software to analyze our collected data.

2.2. Methods of Sampling

We used the following formula to determine our sample.

N= 7% *P*Q/ ¢*

& = 0.5 implies that Z = 1.96;

P=0.5;

Q=1-p=0.5;

E =between 1 and 10%;

N: represents the sample size;

7? = reduced center normal law;

& = represents the degree of confidence;

¢’ = represents the maximum or systematic error.
We will therefore have

N=1.962* 0.5*0.5/ 0.12= 0.2401/0.01 =97

3. Presentation and Impact of the IT
Security Audit

The life of health structures is marked by the
manipulation and management of crucial data. When a
patient's data arrives in the hands of a person who is not
supposed to have it, it could cause inconvenience, hence the
interest in doing so permanently. Indeed, the importance of
information technology (IT) auditing has grown with
increased reliance on IT for business operations and new
regulations regarding the assurance of IT for these
operations [3]. The IT security audit guarantees the
availability of the information system, the integrity of its
data, the confidentiality of access and provides reassuring
evidence that makes it possible to know who is accessing,
when, to such and such data or application. The IT security
audit makes it possible to avoid internal and external risks.
It can be done in-house if the skills exist there or call on
seasoned experts.

4. Results and Discussion

4.1. State of Periodic Implementation of the It Security
Audit

To the question of whether the health structures
periodically carried out IT security audits, we obtained the
following results:

Table 1. Do you periodically perform IT security audits?

Frequency Percent Valid Percent Cumulative Percent
(010) ¢ 5 52 52 52
Valid NON 92 94,8 94,8 100,0
Total 97 100,0 100,0

This table is obtained on the basis of the data collected and
inserted into the SPSS software.

It shows the proportions in terms of frequency, percent,
and valid percent. It also shows that the total number of
respondents is 97 and that the total sample was taken into

account for the analysis. This table clearly indicates that
structures that do not perform IT audits go up to 94.8%
compared to 5.2%. If we export the data from the table to
have a clearer view in terms of histograms we obtain the
following figure:
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Figure 1. Statistic comparative.

Figure 1 shows that despite the importance of the IT
security audit, we see the peak of 94.8% of those who do not
apply the audit and this is not without consequence. Indeed,
Security plays a major role in the healthcare domain.
Preventing cyberattacks on healthcare infrastructures is no
longer negligible. Compromising security in any Health
system can lead to serious damage to patients’ health [4].

4.2. State of Implementation of the Audit Based on the
Problem That Has Arisen

To the question of whether the structures carried out audits
only when there is a problem that arises, we obtain the
following results:

Table 2. Do you audit only when there is a problem that arises?

Frequency Percent Valid Percent Cumulative Percent
(010)1 92 94,8 94,8 94,8
Valid NON 5 52 5,2 100,0
Total 97 100,0 100,0

This table was also obtained on the basis of the
collected data and enters the SPSS software. This table
gives the proportions in terms of frequency and percent.
As we can see, 94.8% of structures are waiting for
problems to arise before starting to investigate with the
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security audit. This way of working is not advisable and
is not without consequences for these health structures.
Only 5% of health facilities do not wait for a problem to
arise before engaging in auditing as can be seen in
Figure 2.
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J—

Valid Percent Cumulative Percent

m Valid mValid

Figure 2. Statistic on the mode of choice of the security audit.

In Figure 2, we actually notice that the trend is up and
this should not be the case. Indeed, in the standards, a
security audit is a preventive approach. In fact, you should
not wait for an incident to occur to set it up. The key to an

efficient information system protected from all threats is
anticipation. It should also be used at regular intervals in
order to cope with the evolution of attacks because the
Health sector's increasing dependence on digital
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information and communication infrastructures renders it
vulnerable to privacy and cybersecurity threats, especially
as the theft of health data has become lucrative for cyber
criminals [5].

4.3. State on the Consultation of the Logs

When asked whether the health structures consulted the
logs, the following results were obtained:

Table 3. Do you consult the logs in order to trace the unhealthy activities that have taken place?

Frequency Percent Valid Percent Cumulative Percent
(0]8)1 5 52 52 52
Valid NON 92 94,8 94,8 100,0
Total 97 100,0 100,0

This table is obtained by entering the data collected from
the 97 people surveyed into the SPSS software. This table
clearly shows us that 94.8% of health structures do not
consult logs. We know, however, that the activities carried
out within these structures could involve management and
integrity risks, despite this no attention is paid to this regard.
The permanent verification of the logs could participate in
the reduction of the risks that their daily activities could
cause. Only 5.2% of structures take part in a permanent
review of their log.

Figure 3 essentially shows us a complete view of the
statistics of consultations carried out by health structures in
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Burkina Faso. The percentages of 94.8 compared to 5.2 are
alarming and are not without consequences for health
structures in Burkina Faso. Indeed, we can say that a log,
event or journal is the notification of an event of greater or
lesser importance sent by a service, a system, a network
element or an application. Information stored in logs of a
computer system is of crucial importance to gather forensic
evidence of investigated actions or attacks and analysis of
this information should be rigorous and credible [6]. The logs
have an interest and a crucial importance in computing,
because it is a question of knowing what happened on a set of
applications.
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Figure 3. Statistic of log views.

5. Conclusion and Recommendations

At the end of this study, we actually find that there are
failures and security risks that health structures encounter in
the management of their data. By underestimating the
permanent implementation of the IT security audit and the
monitoring of the logs, these structures are clearly exposed to
IT security risks. Introducing IoT can help because IoT has
been widely used to link existing medical resources and
provide reliable, effective and smart healthcare services [7].
We offer the following solutions.

Proposal of Solutions:

1) Integrate into their security policy the continuous and
permanent implementation of the IT security audit;

2) Consider the results of the audits and apply the resulting
recommendations;

3) Permanently check the logs and anticipate the
implementation of decisions that can avoid risks to the
structure;

4) Raise awareness and train the players in the patient data
management chain.

5) Introducing technology can help reduce the risk of leak
of data. Indeed a De-Identification Mechanism of User
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Data in Video Systems According to Risk Level for
Preventing Leakage of information in the health
structures [8].

6) Others approach can be use. Indeed, Introducing Digital

watermarking for data leakage detection aims to prevent
the unauthorized disclosure of data by imperceptibly
marking the data for each authorized user, so that the
authorized user can be identified as the data leaker and
be held accountable [9]. Also it is important to consider
the use of hypervisor-based memory introspection for
implementing data leakage detection in the health
structures. The approach looks for the presence of
sensitive raw data in the memory of both the client
machines and the server machines, transcending the
dependence of pre-existing security perimeters [10].
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