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Abstract 

Cryptography, a scientific field that has existed even before the beginning of computer science. This article looks at the 

development symmetric crypto-system, which falls within the framework of image security, by Advanced Encryption Standard 

(AES- Advanced Encryption Standard) algorithms. AES algorithm is not integrity protected. Cryptanalysis could use modified 

encrypted image of each ciphered bloc for generating oracle and getting the key. A new crypto-system uses hash function named 

AES-GCM (Advanced Encryption Standard-) for solving this problem. Using Galois Counter Mode (GCM) combined with 

Secure Hash Algorithm 256 bits (SHA-256) or BLAKE2s hash function, the old mode of ciphering like: Cipher FeedBack 

(CFB), Output FeedBack (OFB), Cipher Block Chaining (CBC), Electronic Codebook Block (ECB) and CounTeR (CTR) mode 

encryption, will increase the security level at confidentiality and integrity. In this article, robustness of the crypto-system will be 

evaluated by multiple criteria, indeed the statistical analysis, sensitivity measurement and performance measurement. For the 

statistical analysis, the histogram is flat and the correlation between adjacent pixel is not linear for the encrypted image. The 

relation between clear image and encrypted image doesn‟t exist. For the sensitivity analysis, Number of Pixel Changing Rate 

(NPCR) and Unified Averaged Changed Intensity (UACI) permit to avoid differential attack of the crypto-system. The two 

values are respectively near 99% and 30%. For performance measurement, the similarity of the decrypted image and original 

image will be tested. The Peak Signal to Noise Ratio (PSNR) and Mean Square Error (MSE) are equals of infinity and zero. The 

decrypted image and original image are the same. The integrity of the image on the crypto-system will be evaluated by modifying 

one bit of the encrypted image. The decryption process doesn‟t give decrypted image and show that the tag value is incorrect. 
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1. Introduction 

In the literature review, an image is transmitting on net-

work in plaintext. For protecting the image, cryptography is 

used. The encryption used is generally permutation of pixel 

based, scrambling, space filling and chaotic sequence. Later, 

the AES algorithm will be proposed and uses generally clas-

sic mode like CFB, OFB, CBC, ECB, CTR [1-6]. This en-

cryption doesn‟t integrity protected. The must problem is that 

the cryptanalysis could recover the key by sending modified 

http://www.sciencepg.com/journal/ae
http://www.sciencepg.com/journal/534/archive/5340801
http://www.sciencepg.com/
https://orcid.org/0000-0001-6750-6645
https://orcid.org/0000-0003-0690-1654
https://orcid.org/0000-0001-6750-6645
https://orcid.org/0000-0003-0690-1654
https://orcid.org/0000-0001-6750-6645
https://orcid.org/0000-0003-0690-1654
https://orcid.org/0000-0001-6750-6645
https://orcid.org/0000-0003-0690-1654


Applied Engineering http://www.sciencepg.com/journal/ae 

 

15 

encrypted image and having dataset for constructing oracle. 

This article proposed new method for avoiding this attack 

by using encryption system and authenticated mode as 

SHA-256 and BLAKE2s which permits to verify if some 

attacker modifies the ciphered image. Following the concepts 

useful for the realization and the explanations all around this 

system will be developed.  

2. Materials and Methods 

To protecting the image before sending it, ciphering oper-

ation is needed. On the receiver, inverse transformation is 

done for having the original image. This method could also be 

improved by using authentication for integrity of the image. In 

this, the receiver could verify if the encrypted message is 

modified or not by some attacker. The choice of authentica-

tion methods is between SHA-256 and BLAKE algorithm. By 

using python, an application used for ciphering and deci-

phering image is created and evaluated [1-6]. 

2.1. General Encryption Synoptic 

For protecting data, mathematical transformation named 

encryption and decryption could be used. Now, the National 

Institute of Standards and Technology (NIST) specifies that 

it‟s more secure to use AES crypto-system [1-4]. 

2.1.1. Encryption 

 
Figure 1. Bloc diagram of encryption. 

Clear data: this is the original data to be encrypted. 

Encryption: this step consists of encrypting the data using 

the AES algorithm with a key hashed by hash functions. 

Encrypted data: this is the result of the data that has been 

encrypted. 

The Figure 1 illustrates the schema bloc diagram of encryption. 

2.1.2. Decryption 

The decryption operation is done like the encryption oper-

ation except that here the input is the encrypted data, and it‟s 

illustrated be the Figure 2. 

 
Figure 2. Bloc diagram of decryption. 

2.2. Choice of Encryption Algorithm 

AES algorithm used many modes for each block ciphering 

mode: GCM; CFB, OFB, CBC, ECB, CTR. 

2.2.1. AES Algorithm 

 
Figure 3. Bloc diagram of decryption. 

The AES algorithm is a symmetric block cipher algorithm, 

which operates on a group of fixed-length bits, called blocks. 

It takes a 128-bits or 256-bits input block and produces a 

corresponding output block of the same size [5-8]. 

AES requires a second entry, which is the secret key. AES 

uses three different key sizes: 128, 192 and 256 bits. For its 

encryption and inverse encryption, the AES algorithm uses a 

round function composed of four different byte-oriented layers: 

1. Substitution of bytes using a substitution table (S-box) 

2. Offset rows of the State array by different offsets. 

3. Shuffle the data in each column of the status table. 

4. Add a round key to the state. The AES algorithm uses 

this round function for ten rounds, but the first and last 

round of the AES algorithm differs from other rounds. 

This is illustrated in Figure 3. 
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2.2.2. Encryption Modes Used 

Whether for Data encryption standard (DES) or more recent 

symmetric crypto-systems like International Data Encryption 

Algorithm (IDEA) or AES or for asymmetric crypto-systems 

like (Rivest Shamir Adleman (RSA) or El Gamal the keys are 

of fixed length. Messages can be of arbitrary length. To adapt 

the size of the message to that of the key, the message is broken 

down into blocks of fixed size corresponding to the sizes of the 

keys which are then encrypted one by one and which are sent 

successively. For this, six block cipher modes are possible: 

ECB, CBC, CFB, OFB, CTR and GCM [9-17]. 

The ECB mode, Electronic Code Book, is the simplest 

mode. The message, M, is split into blocks, (Mi) with i≥1, and 

each block is encrypted separately by: 

Ci = E(Mi)                  (1) 

 

 
Figure 4. Encryption and decryption by CBC mode. 

The Figure 4 illustrates the encryption process using CBC 

mode. 

The CFB mode was introduced so as not to have to calcu-

late the inverse function, Dk, of the cipher function E k. The 

principle is the same as that of the CBC mode. The message, 

M, is divided into blocks, (Mi with i ≥1, and each block is 

encrypted as follows. Beginning an initial block m0, chosen 

according to the same principles as block C0 in CBC mode. 

Each clear block mi is XORed with the ciphertext of the 

previous output block, Ci-1, then the result obtained by the 

equation 2 for having encrypted with the key by: 

C1 = Ek (M1 ⊕ C0); C2 = Ek (M2 ⊕ C1)...... Ci = Ek (Mi ⊕ Ci-1)               (2) 
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Figure 5. Encryption and decryption by CFB mode. 

The OFB mode, Output FeedBack, is a variant of CFB which allows having a completely symmetrical encryption and decryption: 

Z=Ek (Zi-1); Ci = Mi ⊕ Zi                                    (3) 

This mode is used for example to secure satellite data. The Figure 6 illustrates how this OFB mode works. 

 

 
Figure 6. Encryption and decryption by OFB mode. 

CTR mode, COUNTER is also totally symmetric, but moreover easily parallelized. It uses for encryption an initial value counter T. 

Ci = mi ⊕ Ek (T + i)                                     (4) 
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Figure 7. Encryption and decryption by CTR mode. 

GCM (Galois Counter Mode) is a mode of block cipher in 

symmetric cryptography. It is an encryption algorithm au-

thenticated designed to ensure the integrity and authenticity of 

data as well as the confidentiality and is relatively common 

due to its efficiency and performance. Its functioning and 

particularities are: 

1. GCM encryption is a royalty-free standard. Therefore, it 

can be used freely, without the need for a patent. 

2. AES GCM encryption supports different key sizes: 128, 

192 or 256 bits. In depending on these key sizes, the 

number of operations needed per sequence for the block 

encryption differs: 

o 10 for 128 bits, 

o 12 for 192 bits, 

o and 14 for 256 bits. 

The two functions that make up GCM are called authenti-

cated encryption and authenticated decryption. Their authen-

ticated encryption function encrypts confidential data and 

calculates an authentication tag to both on the confidential 

data and on any additional non-confidential data. The function 

of authenticated decryption decrypts confidential data, subject 

to tag verification. 

Given the selection of a block cipher and a trusted key, 

there are three input strings for the authenticated encryption 

function: 

1. A clear text noted P, 

2. Additional Authenticated Data (AAD), denoted A; 

3. And an initialization vector, denoted IV. 

Plaintext and AAD are the two categories of data that GCM 

protects. GCM protects plaintext and authenticity; GCM also 

protects plaintext privacy, while the AAD is left in the clear. 

For example, in a network protocol, the AAD may include 

addresses, ports, sequence numbers, protocol version numbers, 

and other fields which indicate how the plaintext should be 

treated. 

The IV is essentially a nonce, i.e. a unique value in the 

specified context, which determines an invocation of the 

authenticated encryption function on the input data at protect. 

The bit lengths of the authenticated cipher function input 

strings must satisfy the following requirements: 

1. len (P) ≤ 239 -256; 

2. len (A) ≤ 264 -1; 

3. 1 ≤ len (IV) ≤ 264 -1. 

Although GCM is set to bit strings, the plaintext, AAD, and 

IV bit lengths must all be multiples of 8, so these values are 

byte strings. 

 
Figure 8. Authenticated encryption operation. 

Incr: the increment function 

Ek: block cipher using the key K 

mult H: the multiplication in GF by the hash key H. In GCM, all 

multiplications take place in the binary 128-bit Galois field GF(2128) 

with the irreducible polynomial P(x) = x 128 +x 7 +x 2 + x+1. 

Given the selection of a trusted block cipher, key, and as-

sociated tag length, Inputs to the Authenticated Decryption 

function are values for IV, A, C, and T. The output is one of 

the following: 

1. the plaintext P which corresponds to the ciphertext C, or 

an error code. 

2. the result P indicates that T is the correct authentication 

tag for IV, A, and C; otherwise, the output is an error 

code. 

The following two bits strings comprise the output data of 
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the authenticated encryption function: 

1. A ciphertext, denoted C, whose length in bits is the same 

as that of the plaintext. 

2. An authentication tag, or tag, denoted T. 

The bit length of the beacon, denoted T, is a security pa-

rameter. In Generally, T can be one of five values: 128, 120, 

112, 104, or 96 bits. For some applications, T can be 64 or 32 

bits. 

 
Figure 9. Authenticated decryption operation. 

2.3. Choice of Authentication Algorithm 

The National Security Agency (NSA) announced in 2003 

that AES was capable of protecting classified information up 

to SECRET level, and even TOP SECRET if 256-bits keys are 

used. So, the solution to have 256-bits keys is to use hash 

functions, which is the only recourse to meet such a level of 

security. Because hashing is a process which, at from input 

data, produces a fixed-length string, the hash. The choice of 

our password authentication algorithm therefore leans on the 

two families of hash functions SHA and BLAKE. These two 

hash functions are: 

1. SHA-256: this is the most widely used algorithm due to 

its balance between security and the computational cost 

of generation, since it is a very efficient algorithm for the 

high resistance to collisions it has another peculiarity of 

this algorithm is that the length of the resulting hash is 

always the same, regardless of the duration of the con-

tent for generating the hash: either a letter or all the 

words in a book, the result is always a string of 64 letters 

of letters and numbers (256 bits or 32 coded bytes). 

2. BLAKE2s: it works on 32-bit words, but is not suscepti-

ble to first-length extension attacks like SHA-256. Thus, 

BLAKE2s occupies a niche for platforms with limited 

resources, and the length of the summary produced by this 

algorithm is between 1 and 32 bytes. It also benefits from 

a high safety margin, since each of the ten rounds of 

BLAKE2 is equivalent to two rounds of ChaCha. 

For better understanding, the Table 1 shows the possible 

combination depending on the key size of AES. 

Table 1. Possible combination depending on the AES key size. 

key size Possible combination 

1 bit 2 

2 bits 4 

4 bits 16 

8 bits 256 
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key size Possible combination 

16 bits 65536 

32 bits 4.2×10 9 

56 bits (DES) 7.2×10 16 

64 bits 1.8×10 19 

128 bits (AES) 3.4×10 38 

192 bits (AES) 6.2×10 57 

256 bits (AES) 1.1×10 77 

So, AES-256 which has a key length of 256 bits, supports 

the largest bit size and is virtually unbreakable by brute force 

based on today's computing standards, making it, to date, the 

strongest encryption standard. Even using a host of su-

per-powered computers, cracking a 256-bit AES key would 

take longer than the assumed age of the universe [18-26]. 

2.4. Choice of Programming Language 

The Python language which is a programming language 

created by Dutch developer Guido Van Rossum, will be 

chosen for creating this application which permits encryption, 

and decryption of images [27]. It is one of the most used 

languages by developers and constantly evolving. Its main 

features can be found below: 

1. Python is an interpreted programming language: appli-

cations built with this language do not need to be com-

piled. Their source codes are transformed into machine 

language at the time of their execution. 

2. Python is free and open-source: it can be downloaded for 

free from its official website. Any user can also freely 

modify the source code of Python according to his will. 

3. Python is portable: any application implemented with 

this language works on most computer platforms such as 

Windows, Mac OS, GNU/Linux. Admittedly, this re-

quires that the platforms be equipped with an interpreter 

intended for python. 

4. Python is an object-oriented language: it considers 

everything as objects, even integers. 

5. Python is dynamically typed: Python automatically 

manages variable types. 

2.5. Use of the UML Method for Design 

To program an application, it is not advisable to launch 

headlong into writing the code: first organizing the ideas, 

document them, then organizing the realization by defining the 

modules and stages of the realization. It is this process prior to 

writing that is called modelling; its product is a model. As a 

modeling language, the UML is used for the conception 

throughout this project. The modeling is limited by the use case 

diagram and the class diagram to describe the operation of the 

system [28-30]. 

2.5.1. Use Case Diagram 

In this section, the main user use cases will be detailed. 

Figure 10 shows the user's “crypto system” use case. 

1. Precondition: the user must perform each task (open a 

file, enter the password, select a hash function, select an 

AES mode, encrypt or decrypt) for the crypto system to 

work. 

 
Figure 10. Crypto system uses case diagram. 

2. Scenarios: Table 2 below encompasses the crypto system 

scenarios. 

Table 2. “Crypto system” use case. 

Uses case crypto system 

Use case 1 User must insert file to encrypt or decrypt. 

Use case 2 The user must enter the password for authentication. 

Use case 3 The user must choose a hash function (SHA-256, BLAKE2s). 

Use case 4 The user must choose the AES mode (GCM, CFB, OFB, CBC, ECB, CTR). 

Use case 5 The user must choose between encrypting or decrypting. 
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2.5.2. Class Diagram 

The class diagram of the crypto-system is represented in 

Figure 11. 

 
Figure 11. Crypto system uses case diagram. 

The class “File” herits the class “Algo_AES”. The methods 

of the class “Algo_AES” are: 

1. “hashPassword” for hashing the password 

2. “crypt” for encrypting 

3. “decrypt” for decrypting 

The attribute of this class is “Password” 

The method of the class „File” is “getfile” for getting the 

file to encrypt. 

The attribute of this class is “file” which contains the log-

ical value of the file on memory. 

3. Results 

The crypto system is an application that encrypts and de-

crypts image files [27]. Figure 12 shows the user interface of 

the crypto system after clicking the start button on the first 

window of the application which is in French language. 

 
Figure 12. First window. 

 
Figure 13. Crypto system uses case diagram. 

The Figure 14 represents an example of an unencrypted 

image. 

 
Figure 14. Crypto system uses case diagram. 
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The encryption mechanism works as follows: 

1. In the " File selection" area, click on the "OPEN" button 

to search for the image to be encrypted. When it has been 

found, the path of the file to encrypt is displayed in the 

“File to encrypt or decrypt…” area. The destination of 

the encrypted file is the same as the unencrypted file. 

 
Figure 15. Open dialog box. 

2. In the "Password" area, you must enter the password for 

the generation of the key secret of the AES algorithm. 

3. In the "Hash function" area, you have the choice be-

tween SHA and BLAKE. 

4. In the “Modes” area, choose the encryption algorithm 

mode to use for the data encryption. In the drop-down 

menu, you have the choice between GCM, CFB, OFB, 

CBC, ECB and CTR. 

After performing these steps, clicking on the button 

“CRYPT” starts encryption. 

The encrypted image therefore looks like the following 

Figure 16: 

 
Figure 16. Example of an encrypted image with system crypto. 

Note: To decrypt the encrypted image, one follows the 

same processes during encryption. That is, the password, hash 

function, AES algorithm is the same as encrypting. 

4. Discussions 

To evaluate the security of this crypto system, the statistical 

analysis which includes respectively the analysis by histo-

grams and by correlations will be proceeded. Thus, the sensi-

tivity test. So, by using a “bmp” format image of 640×426 

pixels, analyze the performance of this crypto system will be 

much evaluated [5-8]. 

4.1. Statistical Analysis Measurement 

The histogram of the image reflects the information about 

the distribution of the values of its pixels. A spy can make a 

statistical attack by analyzing the histograms of an encrypted 

image and this by using attack algorithms to obtain some 

useful information from the original image. This leads us to 

say that a well-encrypted image must present a histogram with 

a uniform distribution. 
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Table 3. Histogram comparison of the original image and the encrypted image in AES-SHA. 

 Pictures Histograms 

original 

 
 

GCM 

 
 

CFB 

 
 

OFB 

 
 

CBC 

 
 

ECB 

 
 

CTR 
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Table 4. Histogram comparison of the original image and the encrypted image in AES-BLAKE. 

 Pictures Histograms 

original 

  

GCM 

  

CFB 

  

OFB 

  

CBC 

  

ECB 

  

CTR 
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The curves in Table 3 and Table 4 respectively represent the 

original and encrypted histograms of the image in AES-SHA 

and AES-BLAKE. The ordinate axis indicates the number of 

occurrences of each pixel on the abscissa axis. Thus, the more 

the histogram of the encrypted image is smooth and uniform 

distributed as possible, the less a spy will be able to extract 

information from the original image and therefore the security 

of the crypto system is higher. 

Another technique to assess the security quality of crypto 

systems is the visualization of the distribution of the horizontal 

and vertical correlation of the adjacent pixels of the original 

image and the encrypted images. By calculating, the correlation 

coefficient for a sequence of adjacent pixels by the equation (5). 

cov( , )

( ) ( )
xy

x y
r

D x D y



            (5) 

Where x, y are two vectors formed respectively by the 

values of the pixels of the chosen sequence of the image and 

the values of their adjacent pixels. The terms cov (x, y), E(x), 

D(x) are calculated by the following equation (6), (7) and (8). 

1

1
( )

N

i
i

E x x
N 

                 (6) 

1

1
cov( , ) ( ( ))( ( ))

N

i i
i

x y x E x y E y
N 

      (7) 

2

1

1
( ) ( ( ))

N

i
i

D x x E x
N 

          (8) 

Where N is the number of adjacent pixels selected in the 

image to calculate the correlation coefficient. And are the 

elements of x and y respectively. 

Table 5. Comparison between the correlation of adjacent pixels of 

the original and encrypted image in AES-SHA. 

 Correlation (horizontal, vertical, diagonal) 

Original 

 

GCM 

 

 Correlation (horizontal, vertical, diagonal) 

CFB 

 

OFB 

 

CBC 

 

ECB 

 

CTR 

 

Table 6. Comparison between the correlation of adjacent pixels of 

the original and encrypted image in AES-BLAKE. 

 Correlation (horizontal, vertical, diagonal) 

original 

 

GCM 
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 Correlation (horizontal, vertical, diagonal) 

CFB 

 

OFB 

 

CBC 

 

ECB 

 

CTR 

 

The curves in Table 5 and Table 6 represent the comparison of 

neighboring pixel correlation curves between the original images 

and the encrypted images, respectively. The points of the corre-

lation figure for an encrypted image should be well scattered and 

can be seen well in the figures. So, these results show that the 

statistical attack of this crypto system is almost difficult. 

4.2. Sensitivity Test 

For the sake of secret key recovery, an attacker could attempt to 

distinguish any noticeable information between the normal image 

and its cipher version, by observing the influence of a one-pixel 

change on the overall system output of encryption. A 

well-designed crypto-system is one in which a minor modification 

of its simple image results in a major transformation of its en-

crypted image, and therefore such attacks are nullified. To carry 

out the experiment, the following procedure must be adopted: 

1. The clear image P1 is encrypted to have an encryption 

image C1. 

2. The simple image P2 here is obtained by applying a 

minor change to a randomly selected pixel, the altered 

ordinary image P2 is encrypted using the same secret 

key to produce the corresponding encryption image C2. 

Influence is measured quantitatively using two commonly 

used metrics: 

Number of Pixel Change Rates (NPCR): it calculates the 

number of pixel differences between two images ciphered 

below C1 and C2, using the following equation (9). 

1 1

( , )

100

N M

i j

D i j

NPCR
H L

 
 




          (9) 

Where N and M denote the width and height of the image 

respectively, and D (i; j) is defined as follows: 

𝐷(𝑖, 𝑗) = {
0 𝑠𝑖 𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

1 𝑠𝑖 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
          (10) 

Table 7. NPCR for Encrypted Images. 

 SHA BLAKE 

GCM 99.61004586260732 99.6089480874317 

CFB 99.61553473848556 99.60467896174863 

OFB 99.60431303669009 99.6135831381733 

CBC 99.6173643637783 99.60260538641687 

ECB 99.62163348946136 99.61529078844653 

CTR 99.6044350117096 99.61346116315377 

NPCR's benchmark for encryption is 99.6094%. Table 7 

shows that the crypto-system pass this test because values are 

closer to the reference. This means that the crypto-systems is 

resistant to differential attack. 

Unified Average Change Intensity (UACI): it calculates the 

average intensity of the differences between the original 

image C1 and the encrypted image C2, using the following 

equation (11). 

1 2

1 1

| ( , ) ( , )|
100

255

N M

i j

C i j C i j
UACI

H L 


 

 
    (11) 

Table 8. UACI for Encrypted Images. 

 SHA BLAKE 

GCM 30.415273281456106 30.485258242653657 

CFB 30.46358112918564 30.487924473080636 
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 SHA BLAKE 

OFB 30.44087368555215 30.486615752871348 

CBC 30.432582254226148 30.454480357729125 

ECB 30.3907606075344 30.419510837134716 

CTR 30.418087316906693 30.41796390688642 

Table 8 shows the UACI values of the encrypted image. 

The reference value for this test is 33.4635%. The results are 

closer to this reference. 

4.3. Performance Analysis Measurement 

The decrypted image I' is always compared to the original 

image I or in clear to determine its similarity ratio. This cri-

terion is the most used. It is based on the measurement of the 

Mean Squared Error (MSE) calculated between the original 

pixels and the deciphered ones by the equation (12). 

𝑀𝑆𝐸 =  
1

𝑀∗𝑁
∑ ∑ (𝐼(𝑚, 𝑛) − 𝐼′(𝑚, 𝑛))2𝑁

𝑛=1
𝑀
𝑚=1     (12) 

Where (M × N) which denotes the size of the original and 

decrypted image, and I, I' are respectively the amplitudes of 

the pixels on the original and decrypted images. It is likely 

that the eye takes much more account of errors at large am-

plitudes, which favors quadratic measurement. The lower the 

value of MSE, the lower the error. If the MSE is zero, it means 

that the original image and the decrypted image are identical 

and the Peak Signal to Noise Ratio (PSNR) value will be 

infinity. 

Table 9. MSE value for the six modes combined with the two hash functions. 

Hash SHA-256 BLAKE2S 

Modes GCM CFB OFB CBC ECB CTR GCM CFB OFB CBC ECB CTR 

MSE 0 0 

 

According to Table 9, the value of the MSE of the image is 

equal to zero in all the modes, which implies that the de-

crypted and original images are identical. 

For this evaluation criterion, instead of measuring the 

distortion, the value PSNR measures the fidelity of the 

decrypted image compared to the original or in clear, since it 

is proportional to the quality. The equation 12 express MSE; 

its definition and usage come from the field of signal pro-

cessing: 

𝑃𝑆𝑁𝑅 = 10 ∗ log10 (
2552

𝑀𝑆𝐸
)           (13) 

Table 10. PSNR value for the six modes combined with the two hash functions. 

Hash SHA-256 BLAKE2S 

Modes GCM CFB OFB CBC ECB CTR GCM CFB OFB CBC ECB CTR 

PSNR Infinity Infinity 

 

An infinite PSNR value corresponds to an ungraded image. 

And this value decreases according to the degradation. The 

PSNR thus relates the MSE to the maximum energy of the 

image. The higher the PSNR, the more similar the decrypted 

image is to the original. Mean Squared Error (MSE) and Peak 

Signal-to-Noise Ratio (PSNR) are originally used to compare 

image compression quality for assessing the quality of de-

crypted images against the original. 

There is an inverse relationship between PSNR and MSE. 

Thus, a higher PSNR value indicates better image quality. 

According to the results indicated in Table 10, that the PSNR 

value of the image for the six modes combined with the two 

hash functions combined is equal to infinity, which means that 

the decrypted and original images are identical. 

The entropy H(m) can be used as a performance indicator 

of a crypto-system. It indicates the quantity of information 

contained or delivered by an image. It is linked to the proba-

bility distribution of appearance of each pixel and is calcu-

lated by equation (14). The value of entropy of image for an 

ideal crypto-system is 8. 
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𝐻(𝑚) = − ∑ 𝑝(𝑚𝑖) 𝑙𝑜𝑔(𝑝(𝑚𝑖))𝐿−1
𝑖=0        (14) 

With p(𝑚𝑖) the probability of appearance of the symbol 𝑚𝑖 

Table 11. Entropy of encrypted images. 

 SHA BLAKE 

GCM 7.63747834 7.63830899 

CFB 7.63881666 7.63738745 

OFB 7.63907246 7.64134985 

CBC 7.63743805 7.64047588 

ECB 7.63787775 7.63747895 

CTR 7.63872385 7.6368872 

The reference value of entropy is 8. Table 11 shows that 

entropy results are not far from this value. This shows the 

effectiveness of the methods. 

4.4. AES GCM Authentication Test 

In AES-GCM, there is an Authentication Tag, also called 

Message Authentication Code or Integrity Check Value. This 

tag is intended to prove that it is indeed the encrypted image. 

The Table 12 shows the verification of the authentication of 

images encrypted in AES-GCM. 

Table 12. Verification of authentication of images encrypted in 

AES-GCM. 

Original image Encrypted Tag in hexadecimal 

 

 

(Non-Modified) 

390f6927 

bd6780d3 

09ccbb19 

a15265a1 

 

(Modified) 

Tag 

Incorrect 

  

b289b331 

343ef8b6 

70940578 

a3a26b3c 

Original image Encrypted Tag in hexadecimal 

(Non-modified) 

 

(Modified) 

Tag 

Incorrect 

 

 

(Non-modified) 

9552de48 

642ecc75 

bc64e29e 

c526ae8a 

 

Modified 

Tag 

Incorrect 

Table 12 shows that the crypto-system verifies the authen-

ticity of the image encrypted in AES-GCM. When an attacker 

modifies even one bit of the encrypted data, the application 

could detect it by informing tag incorrect and not deciphering 

it. The oracle attack also could be avoiding this. Oracle attack 

consists of sending multiple modified encrypted data and if 

the application gives the decrypting modified data, it‟s possi-

ble for the attacker having a key. 

5. Conclusions 

This article made an encryption application to encrypt 

different images using graphical interfaces. Developed by 

python, The AES algorithm will be chosen firstly with 

classic mode CFB, OFB, CBC, ECB, CTR and secondly 

with integrity mode protected by using GCM modes with 

functions of hashes SHA-256 and BLAKE2s to better secure 

the key. For the evaluation of the results, the histogram, the 

correlation, NPCR, UACI, MSE, PSNR and the entropy will 

be studied. The results will be satisfactory: the encrypted 

image and original image have a strictly low correlation; the 

crypto-system will be robustness with differential attack; the 

decrypted message and original are the same; the cryp-

to-system detect the modification of encrypted image and 

doesn‟t decrypt it. In the future, the project could be inte-

grated on android phone as apk file for mobility and more 
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uses. 

Abbreviations 
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AES: Advanced Encryption Standard 
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CTR: CounTeR 

DES: Data encryption Standard 
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GCM: Galois Counter Mode 

IDEA: International Data Encryption Algorithm 

MSE: Mean Squared Error 
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PSNR: Peak Signal to Noise Ratio 
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SHA: Secure Hash Algorithm 

SHA-256: Secure Hash Algorithm 256 Bits 
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