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Abstract 

The advancement of Internet of Things (IoT) technologies has ushered in a new era of smart homes, promising convenience 

and automation. However, alongside these advancements, concerns regarding the security and privacy of Internet of Things 

smart homes have garnered significant attention. The study embarked on a user-centric analysis, delving into the intricacies of 

security and privacy concerns in the adoption of Internet of Things smart homes. The primary purpose of this research was to 

investigate the security and privacy concerns that users harbour when adopting Internet of Things smart home technologies. 

We used SMART-PLS version (4.0.9.6) as the data analysis tool, to examine the concerns and to gain a comprehensive 

understanding of their impact on adoption. The analysis was, rooted in quantitative research design and based on data gathered 

through an online questionnaire distributed to the target population of 325 participants. The research response rate was 92%. 

The hypotheses examined unveiled statistically significant relationships, culminating in results indicating an R
2
 of 0.762. This 

implies that approximately 76.2% of the rationale behind individuals' decisions to either adopt or refrain from using IoT smart 

home devices, with a focus on security and privacy considerations, can be elucidated by our proposed Structural Equation 

Model. his model served as a comprehensive lens through which we dissected the intricate interplay of variables shaping user 

attitudes and behaviors. The study sheds light on the critical concerns of security and privacy within the IoT smart home 

domain. By leveraging quantitative analysis and a well-crafted Structural Equation Model, we offer valuable insights into the 

factors influencing user adoption decisions. The research contributes to the broader discourse IoT technology adoption and 

serves as a foundation for future studies and policy considerations in the ever-evolving landscape of smart homes. 
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1. Introduction 

The emergence of Internet of Things (IoT) technologies 

has brought about significant shifts in the rapidly growing 

technological world, notably in the domain of smart homes. 

These Internet of Things enabled smart home technologies 

promise enhanced convenience and efficiency, revolutionis-

ing the everyday lives by decreasing laborious activities and 

http://www.sciencepg.com/journal/ajist
http://www.sciencepg.com/journal/526/archive/5260801
http://www.sciencepg.com/


American Journal of Information Science and Technology http://www.sciencepg.com/journal/ajist 

 

2 

improving the quality of interactions with the living sur-

roundings [1]. However, the technical advance comes with a 

major user security and privacy concerns. Al-Syouf et al. 

suggest for a secure smart home design that incorporates 

aspects such as the cloud, secure fog, and powerful firewall 

mechanisms [2]. Mrabet et al. provides an in-depth examina-

tion of IoT/NB-IoT Layered architecture, emphasising the 

need of multi-layered security [3]. These significant contri-

butions highlight the critical role that security and privacy 

play in maintaining the effective functioning of IoT devices 

while protecting against data breaches and privacy violations. 

Literature has made significant contributions to the under-

standing of the dynamic landscape. 

However, an atmosphere of uncertainty looms over the 

hopes and opportunities. Consumers are often in the dark 

about privacy and security measures while using devices for 

smart homes. Some manufacturers put the needs of their cus-

tomers ahead of security, while others hide controls to adhere 

to data-driven business objectives. When coupled with cus-

tomers' ignorance of smart home technology, functionality, 

and privacy and security complexities, this complicated in-

teraction poses significant threats to consumer security and 

privacy. 

The main aim of the research study seeks to thoroughly 

examine how users perceive the adoption of IoT smart 

homes. The slow rate of IoT smart home adoption, which has 

been linked to a variety of issues, has been emphasised in 

recent research as a significant concern. Users' lack of IoT 

understanding security and privacy comes out as a major 

barrier among these reasons. Potential customers who are 

intimidated by the technological intricacies are sometimes 

turned off by IoT technology's complexity. Users are also 

reluctant to use smart home devices because of their strong 

worries about privacy and security. These concerns are not 

unfounded, since IoT devices have already been exposed to 

flaws and data breaches. Thus, our research aims to look 

deeply into the complex framework of user perceptions, re-

quirements, and concerns in order to better understand the 

user-centric limitations to IoT smart home adoption. By 

shedding light on these issues, the study paves way for cus-

tomised solutions that may bridge the knowledge gap, im-

prove security measures, and eventually promote a more 

seamless and secure transition into the era of IoT smart 

homes. 

Considering these difficulties, a paradigm change is essen-

tial. A user-centred strategy must be adopted by manufactur-

ers and other significant players in the smart home ecosys-

tem. This strategy is based on actual data and considers the 

views, desires, aspirations, and concerns of end users. It de-

mands the development of comprehensive guidelines, user-

friendly interfaces, meaningful and effective privacy and 

security measures, and user-relevant instructional materials. 

Determining which tasks users are willing and competent to 

perform on their own and which should be left to others is 

equally important. Our research study, which aims to close 

the gap between IoT technology and the protection of user 

security and privacy in the fascinating domain of smart 

homes, relies on a user-centric method. Figure 1 summarizes 

the research contributions and procedures. 

The main contributions of this paper are summarized as 

follows: 

1) The research study shows gaps in existing smart home 

security and recommends solutions to make data and 

privacy secure in smart homes. 

2) The research provides valuable insights into the specific 

security and privacy concerns of smart home users, of-

fering a deep understanding of their perspectives and 

anxiety. 

3) The research provides smart home developers with real-

istic design principles for creating user-friendly inter-

faces and transparent data handling processes that fit 

with user preferences. 

4) The research adds to legislative and regulatory discus-

sions by providing insights into user concerns, poten-

tially leading to the adoption of stronger industry stand-

ards for smart home security and privacy. 

5) It enhances consumer awareness, ensuring they are 

well-informed about potential risks and advantages of 

smart home devices, allowing them to make better in-

formed decisions. 

The research study encourages collaboration among tech-

nologists, psychologists, sociologists, and legal professionals, 

bridging the gap between technological and human-centric 

issues in the smart home domain. 

 
Figure 1. Research Contribution and Procedure. 

The remainder of the research study has been structured as 

follows: In Section 2, we provide an overview of the related 

work in the field of smart IoT. Section 3 outlines the research 
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method, clarifying the approach employed to conduct the 

research study. Section 4 presents the research findings and 

analysing the collected data. Section 5 discusses the research 

findings and offers recommendations. Finally, in Section 6, 

we draw conclusions and highlight the significant practical 

and theoretical implications of the research study. 

2. Related Works 

2.1. Privacy and Security: Technology  

Acceptance Model 

Adoption of IoT smart home devices is inextricably tied to 

consumers' views of security and privacy, and these factors 

are critical in the acceptance of the disruptive technology. To 

understand the delicate interactions between security, priva-

cy, and user adoption in the context of the IoT smart home, 

current studies must be examined through the lens of the 

Technology Acceptance Model. Nanda Kumar et al. explore 

the paradox where users lock the doors to their physical 

homes but leave their computers vulnerable [4]. The study 

provides early insights into factors inhibiting home users' 

adoption of software firewalls, indicating the complex inter-

play between security practices and user behaviour. Sharma 

et al. delve into the adoption of IoT smart home services 

using a Value-Based Adoption Model, emphasising the im-

portance of perceived value on Intention to use smart homes 

[5]. 

Heetae Yang et al. extend the theory of planned behaviour 

to investigate user acceptance of smart home services [6]. 

Their findings underscore the significance of perceived ease 

of use and perceived usefulness, which are intimately linked 

to security and privacy features. Furthermore, Islam analyse 

the adoption and diffusion of smart homes, shedding light on 

factors that influence users' decisions [7]. The study empha-

sises the role of perceived risk, aligning it with privacy con-

cerns as a central determinant of adoption. Pascal Kowalczuk 

explores consumer acceptance of smart speakers, a compo-

nent often integrated into IoT smart homes [8]. The study 

underscores the importance of user experience and usability, 

factors that closely intersect with the security and privacy 

features of these devices. Additionally, Kumar et al. present 

a provably secure and lightweight anonymous user-

authenticated session key exchange scheme for IoT, address-

ing critical security concerns within the IoT ecosystem [9]. 

Furthermore, Pal et al. investigate prohibitive factors to the 

acceptance of IoT technology, particularly within a smart 

home context [10]. The study highlights the role of resistance 

to technology adoption and the need to address privacy and 

security-related concerns. It’s evident that security and pri-

vacy concerns are intricately woven into users' acceptance of 

IoT smart home technologies. Perceived risks, usability, per-

ceived value, and resistance to technology adoption all hinge 

on the security and privacy features embedded within smart 

home systems. Understanding and addressing these concerns 

will be pivotal in fostering greater user acceptance and facili-

tating the widespread adoption of IoT smart homes, therefore 

shaping the future of our living spaces. 

2.2. Privacy and Security: Theory of Planned 

Behaviour 

In the landscape of IoT smart homes, understanding the 

dynamics of user attitudes and behaviours regarding security 

and privacy concerns is essential. To address the research 

goals, the study examines current literature through the lens 

of the theory of planned behaviour (TPB), revealing insight 

on how users' beliefs, attitudes, and intentions shape their 

security and privacy decisions in IoT smart home contexts. 

Anupam Bairagi et al. set the stage by introducing an effi-

cient steganographic approach for protecting communication 

in IoT critical infrastructures [11]. While not explicitly em-

ploying TPB, the study highlights the overarching need for 

covert communication and data protection, indirectly empha-

sizing the importance of user attitudes towards secure com-

munication. 

Heetae Yang et al. offer a pivotal contribution, extending 

TPB to investigate user acceptance of smart home services 

[6]. The study uncovers the role of user attitudes, perceived 

behavioural control, and subjective norms in shaping inten-

tions to adopt smart home services. It underscores the signif-

icance of perceived usefulness and perceived ease of use, 

which are intrinsically linked to users' security and privacy 

considerations. Additionally, Yonghee Kim et al. explore the 

adoption of IoT smart home services using a Value-Based 

Adoption Model [12]. While not directly employing TPB, 

the study highlights the importance of user attitudes towards 

the perceived value of IoT services, closely intertwined with 

security and privacy aspects. 

Piasecki et al. critically analyse the assumptions underpin-

ning smart home cybersecurity standards, offering an intri-

guing perspective on how regulatory norms can influence 

user attitudes and behaviors regarding IoT security [13]. 

Their study indirectly touches upon TPB constructs by exam-

ining the impact of norms on user decision-making. Moreo-

ver, Robert Henry Thorburn et al. contextualize regulatory 

requirements with industry best practices to create an inte-

grated privacy protection framework for IoT [14]. While not 

explicitly employing TPB, their study underscores the signif-

icance of norms and industry standards in shaping user atti-

tudes towards privacy and security. 

Brittany D. Davis et al. conduct vulnerability studies of 

IoT devices within smart homes, an area related to user secu-

rity concerns [15]. Their work indirectly aligns with TPB by 

highlighting how user attitudes towards device vulnerabili-

ties can influence their security behaviours. Lastly, Zeng et 

al. explore security aspects and architecture in IoT-based 

smart homes, emphasizing the importance of user attitudes 

towards device security [16]. Their study aligns with the 
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TPB framework by underscoring the significance of per-

ceived control and security in shaping user intentions. The 

theory of planned behaviour serves as a valuable lens for 

understanding user attitudes and behaviours in the context of 

security and privacy concerns within IoT smart homes. The-

se studies collectively emphasize the critical role of user be-

liefs, attitudes, and intentions, offering valuable insights into 

how user-centric approaches can enhance security and priva-

cy in IoT smart homes. 

2.3. Privacy and Security: Social Cognitive 

Theory 

In the ever-evolving landscape of IoT smart homes, under-

standing user behaviours and decision-making processes 

regarding security and privacy concerns is paramount. The 

research study will examine existing literature through the 

lens of Bandura's social cognitive theory (SCT) [17], shed-

ding light on how users' cognitive processes, observational 

learning, and self-regulation shape their security and privacy 

attitudes and actions in IoT smart home environments. Babu 

et al. provide insights into machine learning in IoT security, 

particularly the analysis of outage probability in cognitive 

networks [18]. While not explicitly employing SCT, the 

study touches upon user perceptions and decision-making in 

the context of IoT network reliability, aligning with SCT's 

emphasis on cognitive processes. 

Celik et al. conducted program analysis of commodity IoT 

applications for security and privacy, offering a deep dive 

into the security aspects of IoT [19]. Their work indirectly 

aligns with SCT by addressing user perceptions and the role 

of observational learning in securing IoT applications. Ashok 

Kumar Yadav and Karan Singh undertake a comparative 

analysis of consensus algorithms and the integration of 

blockchain with IoT [20]. While not directly using SCT, 

their research indirectly contributes to understanding user 

perceptions and the cognitive processes involved in securing 

IoT through blockchain technology. 

Hyunae Park et al. explore smart city risk factors and re-

sistance, touching upon user resistance to smart city technol-

ogies [21]. Their study was tangentially related to SCT since 

it considers how people's cognitive processes and percep-

tions impact their resistance to smart city advances. Moreno 

Ambrosin et al. introduce a special issue on security and pri-

vacy for connected cyber-physical systems, addressing criti-

cal aspects of user perceptions and decision-making regard-

ing security and privacy in IoT [22]. Their work aligns with 

SCT's focus on cognitive processes and self-regulation. Has-

san et al. extend the UTAUT2 model with a privacy calculus 

model to enhance the adoption of health information applica-

tions, emphasizing the role of privacy perceptions in user 

decision-making [23]. The study directly aligns with SCT's 

emphasis on cognitive processes and self-regulation in the 

context of privacy concerns. 

Aldren Gonzales et al. explore end users' perspectives on 

the quality and design of mHealth technologies during the 

COVID-19 pandemic [24]. While not explicitly employing 

SCT, the qualitative study provides insights into user percep-

tions and observational learning regarding mHealth technol-

ogies, particularly in times of crisis. Social Cognitive Theory 

offers a valuable framework for understanding user cognitive 

processes, observational learning, and self-regulation in the 

context of security and privacy concerns within IoT smart 

homes. These studies collectively emphasize the role of user 

beliefs, attitudes, and learning in shaping security and priva-

cy behaviours, providing valuable insights into how user-

centric approaches can enhance security and privacy in IoT 

smart homes. 

2.4. Privacy and Security: Unified Theory of 

Acceptance and Use of Technology 

In the dynamic landscape of IoT smart homes, understand-

ing how users perceive and adopt technology, especially 

concerning security and privacy, is of paramount importance. 

This section explores the existing literature through the lens 

of the Unified Theory of Acceptance and Use of Technology 

(UTAUT), shedding light on how numerous factors influence 

users' intentions to adopt technology in the context of IoT 

smart homes, with a focus on security and privacy considera-

tions. Mohamed Merhi et al. conduct a cross-cultural study 

on the intention to use mobile banking, extending UTAUT2 

with security, privacy, and trust factors [25]. The study pro-

vides valuable insights into how security and privacy consid-

erations, integral to UTAUT constructs, influence users' 

technology adoption decisions, bridging cultural differences. 

Hanif Adinugroho Widyanto et al. extend UTAUT2 to en-

courage behavioural intentions to use mobile payment sys-

tems, highlighting the importance of trust and perceived se-

curity in users' technology adoption decisions, aligning with 

UTAUT principles [26]. Abul Khayer et al. explore the 

adoption of cloud computing in small and medium enterpris-

es, shedding light on how factors such as perceived security 

and privacy influence technology adoption decisions [27]. 

Their work aligns with UTAUT by emphasizing the role of 

perceived ease of use and security concerns. 

Odai Enaizan et al. examined electronic medical record 

systems' adoption, emphasizing security and privacy con-

cerns using a multi-perspective analysis. Their research di-

rectly aligns with UTAUT constructs, emphasizing the sig-

nificance of perceived security in healthcare technology 

adoption [28]. Lakshmi Sujatha Grandhi et al. propose a Se-

curity-UTAUT framework to evaluate key security determi-

nants in smart city adoption, aligning with UTAUT princi-

ples by emphasizing the role of perceived security in influ-

encing technology adoption within a smart city context [29]. 

Furthermore, I. Hassan et al. extend UTAUT2 with a privacy 

calculus model to enhance the adoption of health information 

applications, emphasizing the role of privacy concerns in 

users' technology adoption decisions [30]. Their study direct-
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ly aligns with UTAUT constructs, emphasizing the im-

portance of perceived privacy and security. 

Nuno Nunes et al. model the adoption, security, and pri-

vacy of COVID-19 apps using UTAUT, shedding light on 

how perceived security and privacy influence users' inten-

tions to adopt technology during a public health crisis [31]. 

Parastoo Amiri et al. conducted a qualitative study on fac-

tors influencing ePHR adoption by caregivers and care pro-

viders of Alzheimer's patients, extending the UTAUT mod-

el. Their research emphasizes the role of perceived security 

and privacy in healthcare technology adoption, aligning 

with UTAUT constructs [32]. The Unified Theory of Ac-

ceptance and Use of Technology (UTAUT) serves as a 

comprehensive framework for understanding user percep-

tions, intentions, and behaviours in the context of technolo-

gy adoption, with a particular focus on security and privacy 

considerations. These studies collectively highlight the cru-

cial role of perceived security and privacy in shaping tech-

nology adoption decisions within IoT smart homes. The 

table below summaries the constructs derived from the re-

lated work. 

Table 1. Constructs derived from related work. 

# Theory Constructs 

1 UTAUT Performance Expectancy, User Perceptions, Intentions, and Behaviours 

2 SCT User Beliefs, Attitudes, and Learning 

3 TPB Subjective Norms, User Beliefs, Attitudes, and Intentions 

4 TAM Perceived Risks, Usability, Perceived Value, and Resistance 

 

The study technique was developed by combining theories 

obtained from related literature. 

3. Research Methodology 

In this research study, a quantitative research approach 

based on the positivist paradigm was used to provide an ex-

ploratory perspective into the area of IoT smart homes. An 

anonymous online questionnaire was used as the major data 

collecting instrument for the investigation. The questionnaire 

was distributed to a multinational company found on all con-

tinents. For the purpose of research and ethical considera-

tions, the name of the multinational company will be denoted 

as ABC Multinational Company. The sample was chosen 

using a random purposive sampling strategy, which involved 

sending 325 online questionnaires to eligible study partici-

pants. The distribution of questionnaires spanned a period of 

21 days. 

The study engaged IT smart home consumers from around 

the world. Research participants were provided with clear 

information regarding the study's objective, which is to in-

vestigate security and privacy concerns in the adoption of 

IoT smart homes. Participation was entirely voluntary. No 

data was collected that should potentially identify any of the 

respondents. The anonymity was maintained throughout the 

research process to ensure the candidness of responses. The 

initial phase of the study involved an extensive literature 

review, which served as the fundamental step in identifying 

and comprehending the security and privacy concerns that 

are limiting the widespread adoption of IoT smart homes. By 

integrating existing knowledge and perspectives from the 

study domain. 

The primary objective of the research study was to get an 

in-depth understanding of privacy and security concerns in 

the context of IoT smart home adoption. The research study 

selected upheld ethical norms, protected participant confi-

dentiality, and employed rigorous quantitative analysis tech-

niques to derive meaningful insights from the collected data. 

A precisely built 7-point Likert scale was developed to col-

lect data and measure respondents' opinions and perceptions 

to effectively accomplish the study objective. The study 

model, which includes the key elements under research, is 

illustrated in the figure below. We used inferential statistical 

techniques to validate the research model and examine the 

relationships between each element, allowing the study to 

objectively verify the hypothesised framework. 
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Figure 2. Conceptual Framework for IoT smart homes adoption. 

Our suggested study model's major objective is to examine 

the complex interaction between security and privacy con-

cerns and their influence on IoT smart home device adoption 

and utilisation. A thorough review of the current literature 

demonstrated an urgent need to employ a variety of technol-

ogy adoption paradigms. The approach was critical since the 

adoption of developing Smart IoT Technologies cannot be 

explained properly by a single theory or model. As a result, 

the Technology Acceptance Model, the Theory of Planned 

Behaviour, the Social Cognitive Theory, and the Unified 

Theory of Acceptance and Use of Technology have all been 

thoroughly integrated into our suggested model. These 

frameworks collectively provide a comprehensive and holis-

tic perspective to understand the factors influencing the 

adoption of IoT smart home technologies. 

To provide a clear summary of the research hypotheses, 

the table below summarises the key propositions and correla-

tions we seek to investigate in our study. 

Table 2. Proposed Research Hypothesis. 

 Proposed Hypothesis 

H1 Security and privacy concerns are negatively associated with performance expectancy of using IoT smart homes 

H2 Performance expectancy is positively associated with intention to adopt to IoT smart homes 

H3 Security and privacy concerns are negatively associated with perceived ease use of using IoT smart homes 

H4 Perceived ease use is positively associated with intention to adopt to IoT smart homes 

H5 Security and privacy concerns are negatively associated with perceived value of using IoT smart homes 

H6 Perceived value is positively associated with intention to adopt to IoT smart homes 

H7 Security and privacy concerns are negatively associated with subjective norms of using IoT smart homes 

H8 Subjective norms are positively associated with intention to adopt to IoT smart homes 

H9 Security and privacy concerns are negatively associated with perceived behavioural control of using IoT smart homes 

H10 Perceived behavioural control is positively associated with intention to adopt to IoT smart homes 

H11 Security and privacy concerns are negatively associated with intention to adopt to IoT smart homes 
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Moderating effect of IT knowledge 

The significance of IT knowledge in shaping the adoption 

of IoT-based smart homes is crucial. Numerous scholars 

have underscored this critical component [33]. For instance, 

Jo et al. conducted a study focusing on the elderly’s percep-

tions of an IoT-integrated smart home system [34]. Further-

more, Ronville et al. identified the moderating influence of 

IT skills in their study titled 'Influential Determinants of IoT 

Adoption in the United States Manufacturing Sector.' Their 

findings revealed that knowledge of IT had a key impact in 

influencing the adoption of IoT technology in the US manu-

facturing industry [35]. 

Building on previous research, the current study intends to 

investigate the moderating influence of IT knowledge in the 

adoption of IoT smart houses. We hypothesized that a large 

degree of IT knowledge, particularly in administering and moni-

toring IoT smart home devices, will greatly affect and perhaps 

accelerate the adoption of these technologies. The research 

study aims to give empirical data to support the theory and to 

contribute useful insights to the field of IoT adoption research. 

4. Results 

This section presents the findings of the research study 

and offers an in-depth analysis of the raw data obtained. Out 

of the 325 online questionnaires distributed, we received a 

total of 300 responses, resulting in 92% response rate. Out of 

the 325 responses, 25 questionnaires were incomplete and, 

therefore were discarded from the data analysis. The first 

section of the online questionnaire was dedicated to collect-

ing demographic information from the respondents, and the 

ensuing research outcomes are presented in the table provid-

ed below. The questionnaire addresses user privacy and se-

curity issues in the context of IoT smart home adoption. To 

investigate empirical data, we used partial least squares 

structural equation modelling (PLS-SEM). SmartPLS/-

Version (4.0.9.6) software was used for measurement valida-

tion and model testing. 

4.1. Descriptive Statistics 

The table 3 below, shows the respondents demographics 

data. The results show that 68% of the research respondents 

who participated in the study are male. This implies an une-

qual response rate between males and females. Therefore, 

there is a need to encourage more females to participate in IT 

adoption related research. 

Table 3. Descriptive Statistics. 

Variable Category Frequency Percentage 

Gender 
Male 204 68 

Female 96 32 

Variable Category Frequency Percentage 

Age 

<20 6 2 

21-35 99 33 

36-45 66 22 

46-55 111 37 

>56 18 6 

Continent 

Asia 75 25 

Africa 162 54 

Australia 24 8 

Europe 18 6 

North America 6 2 

South America 15 5 

Education 

Certificate 27 9 

Diploma 48 16 

Degree 162 54 

Masters 42 14 

PhD 15 5 

None 6 2 

IT Experience 

<1 15 5 

2-5 27 9 

6-9 108 36 

10-13 129 43 

>13 21 7 

The research findings reveal a noteworthy trend among the 

participating respondents. The majority of the participants 

hold educational qualifications at the diploma level or higher. 

Furthermore, most respondents actively engaged in the re-

search exhibit a noteworthy degree of IT expertise, surpassing 

a minimum threshold of 2 years. Considering these findings, 

we can assert that the majority of research participants demon-

strate a strong understanding of IT knowledge and its associat-

ed domains. As a result, we may conclude that the combina-

tion of greater educational attainment and considerable IT 

experience indicates that the research participants have a solid 

foundation in IT knowledge. The foundation bears direct rele-

vance to the study's central focus on IoT smart home adoption 

and the pertinent issues of security and privacy concerns. 

4.2. Normality Check 

The figure below for normality illustrates the results of the 

normality tests conducted to evaluate the distribution of 

measurement items before proceeding with the confirmatory 

analysis (CFA) model. These tests are crucial as the CFA 
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estimation method assumes data normality. 

 
Figure 3. Normality Test. 

The results of the normality tests demonstrate that both 

multivariate and univariate normality assumptions have been 

met. The (p-value ≥ 0.05) for the multivariate normality test 

fails to reject the null hypothesis of multivariate normality. 

Similarly, in the Shapiro-Wilk test, all measurement items 

exhibit p-values greater than or equal to 0.05, indicating that 

the null hypothesis of univariate normality is not rejected for 

any of the items. 

These findings affirm that the data sufficiently follows a 

normal distribution, and as a result, you can proceed with the 

CFA model under the assumption of normality. 

Reliability and Validity 

An online self-reported questionnaire was used to collect 

the measurement item data. Every item was evaluated on a 7-

likert scale, with 1 denoting strongly disagree and 7 denoting 

strongly agree. The 7-factor model's exploratory factor anal-

ysis was supported by confirmatory factor analysis. The out-

comes of the confirmatory factor analysis model's standard-

ised factor loadings demonstrate that the items statistically 

(p-value 0.001) indicate that they reflect the underlying la-

tent concept. This attests to the measurement model's con-

vergence validity. 

Discriminant validity verifies if conceptions that shouldn't 

be connected to one another are in fact unrelated. Placing the 

squared correlations of all latent variables in a matrix and 

contrasting them with their average variance (AVE), as 

shown in the table 4 below, is one technique to verify this. 

The following equation is used to determine the AVE: 

     
∑    

  
   

 
 where     is the standardised factor load-

ings of the measurement item   and   is the number of items 

in a factor. 

Table 4. Discriminant Validity Analysis. 

 PI DP UA DV DB E LUC PBC SN PV PEU PE ItA 

PI 1.00             

DP 0.322 1.00            

UA 0.342 0.212 1.00           

DV 0.333 0.290 0.121 1.00          

DB 0.293 0.278 0.329 0.216 1.00         
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 PI DP UA DV DB E LUC PBC SN PV PEU PE ItA 

E 0.311 0.256 0.319 0.338 0.355 1.00        

LUC 0.278 0.276 0.148 0.119 0.307 0.342 1.00       

PBC 0.381 0.323 0.193 0.124 0.401 0.309 0.351 1.00      

SN 0.352 0.347 0.136 0.240 0.102 0.373 0.234 0.387 1.00     

PV 0.301 0.289 0.108 0.336 0.205 0.287 0.218 0.023 0.365 1.00    

PEU 0.111 0.231 0.183 0.247 0.303 0.247 0.260 0.089 0.098 0.345 1.00   

PE 0.290 0.222 0.122 0.179 0.103 0.212 0.311 0.067 0.078 0.067 0.311 1.00  

ItA 0.021 0.019 0.042 0.041 0.091 0.020 0.021 0.088 0.020 0.030 0.090 0.011 1.00 

AVE 0.807 0.839 0.808 0.877 0.930 0.960 0.777 0.802 0.783 0.781 0.667 0.919 0.838 

 

The table 5 below shows each factor's composite reliabil-

ity (CR) and Cronbach's alpha. All factors' Cronbach's Alpha 

and CR values are higher than the suggested threshold point 

of 0.70. As a result, we can conclude that the measurement 

model's reliability has been established. Based on the follow-

ing equation, CR was determined: 

    
 ∑    

 
     

 ∑    
 
        ∑    

 
     

, where     is calculated by 

(∑        
 ). 

Table 5. Measurement Assessment and their Reliability. 

Constructs Factor loadings t-statistics AVE (> 0.50) 
Cronbach’s Alpha 

(>0.70) 

Composite Relia-

bility (>0.70) 

Perceived Intrusion (PI) 0.898 47.844 0.807 0.761 0.893 

Data Privacy (DP) 0.808 50.067 0.839 0.808 0.912 

Unauthorised Access (UA) 0.763 47.707 0.808 0.763 0.894 

Device Vulnerabilities (DV) 0.860 63.232 0.877 0.860 0.934 

Data Breaches (DB) 0.924 109.131 0.930 0.924 0.964 

Eavesdropping (E) 0.958 178.682 0.960 0.958 0.980 

Lack of User Control (LUC) 0.713 47.888 0.777 0.713 0.875 

Perceived Behavioural Control (PBC) 0.753 41.790 0.802 0.753 0.890 

Subjective Norms (SN) 0.722 45.470 0.783 0.722 0.878 

Perceived Value (PV) 0.719 34.948 0.781 0.719 0.877 

Perceived Ease Use (PEU) 0.747 34.038 0.667 0.747 0.857 

Performance Expectancy (PE) 0.912 85.113 0.919 0.912 0.958 

Intention to Adopt IoT (ItA) 0.806 54.870 0.838 0.806 0.912 

 

The primary data has been analysed (Table 5) as part of a 

research study on the drivers of IoT (Internet of Things) 

adoption in smart homes. 

Factor Loadings: Factor loadings have been evaluated as 

coefficients that measure the linear link between latent con-

structs and their observable indicators. All constructs in this 

dataset exhibit significantly high factor loadings, demonstrat-

ing a strong and clear relationship between the measured 

variables and their associated latent constructs. 

t-Statistics: The t-statistics, which serve as an indicator of the 

statistical significance of the observed associations, have been 

computed. Across all constructs, t-statistics were found to be 
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extremely high, firmly proving the statistical significance of the 

identified determinants and their significant influence on the 

desire to embrace IoT technology in the field of smart homes. 

Average Variance Extracted (AVE): AVE, which quanti-

fies the fraction of variance in observable variables explained 

by underlying constructs relative to the variance attributable 

to measurement error, has been examined. All constructs in 

the research have AVE values greater than the suggested 

threshold of 0.50, indicating their robustness in explaining 

the observed variation in the empirical data. 

Cronbach's Alpha: Cronbach's Alpha has been calculated to 

measure the internal consistency and dependability of a group 

of elements inside a construct. Cronbach's Alpha scores for all 

constructs in the sample above the stated criterion of 0.70, 

confirming their internal coherence and dependability. 

Composite Reliability: Composite reliability has been 

found as an alternate measure of build dependability. It has 

been determined that all constructs in the dataset have com-

posite reliability scores more than 0.70, demonstrating their 

robust dependability. 

4.3. Structural Model and Hypothesis Testing 

The proposed structural model was evaluated by examin-

ing the R
2
 value. The results show that the R

2
 value of the 

model (0.762). This suggests that approximately 76.2% of 

the reasons why people decide to use or not use IoT smart 

home devices, considering security and privacy, can be ex-

plained by the aforementioned model factors. The table 6 

below shows the inferential hypotheses test results. 

Table 6. Hypotheses Test Results. 

# T-statistics P-Value Result 

H1 47.844 0.000 Accepted 

H2 50.067 0.020 Accepted 

H3 47.707 0.000 Accepted 

H4 63.232 0.000 Accepted 

H5 109.131 0.001 Accepted 

H6 178.682 0.000 Accepted 

H7 47.888 0.000 Accepted 

H8 41.790 0.000 Accepted 

H9 45.470 0.000 Accepted 

H10 34.948 0.003 Accepted 

H11 34.038 0.000 Accepted 

The study's findings show that the hypothesised structural 

model is definitely substantial. This implies that the hypothe-

sised relationships and connections between numerous com-

ponents are true and are not the result of chance. Security 

and privacy issues were found to have a negative relationship 

with performance anticipation, perceived ease of use, per-

ceived value, subjective norms, and perceived behavioural 

control in the context of adopting IoT smart homes. Perfor-

mance expectation, perceived ease of use, perceived value, 

subjective norms, and perceived behavioural control, on the 

other hand, all showed positive connections with the inten-

tion to adopt IoT smart homes. Furthermore, the study re-

vealed that greater security and privacy concerns are associ-

ated with a lower overall intention to use IoT smart homes. 

These findings collectively emphasize the importance of 

addressing security and privacy issues to encourage the wid-

er acceptance and adoption of IoT smart home technologies. 

5. Discussion and Recommendations 

The Internet of Things (IoT) has brought a new era of 

technological ease and connectedness into our lives. Smart 

homes with IoT capabilities have several advantages, ranging 

from increased energy efficiency to increased convenience. 

However, as the IoT ecosystem grows, it brings substantial 

security and privacy problems to the forefront. These consid-

erations, along with the user-centric viewpoint, serve as the 

primary topic of this advanced research discussion. We will 

investigate the complex interplay between user-centricity, IT 

expertise, and the security and privacy concerns that moti-

vate IoT adoption in smart homes. 

IoT devices often do not have effective security measures, 

rendering them vulnerable to hackers and unauthorised ac-

cess. The sheer number of linked gadgets expands the attack 

surface, leaving people susceptible. IoT devices capture mas-

sive volumes of data on users' behaviours and preferences. 

Mishandling of this data can result in major privacy viola-

tions and surveillance issues. The lack of consistent security 

and privacy standards across IoT devices and platforms ex-

acerbates the problem. Users are left to negotiate a compli-

cated network of options and preferences. Patching vulnera-

bilities requires frequent upgrades. However, many IoT de-

vices do not receive timely upgrades, leaving them vulnera-

ble to known risks. 

Understanding the user-centric component is critical for 

understanding the dynamics of IoT adoption. The acceptance 

or rejection of IoT technology is heavily influenced by users' 

perceptions, attitudes, and behaviours. Users frequently ex-

press concerns about IoT devices invading their privacy. The 

study's findings, notably the high factor loading (0.898) for 

Perceived Intrusion, highlight the importance of this issue. 

Users' fears of IoT devices tracking their actions, conversa-

tions, or even physical areas might stymie adoption. The 

factor loading of 0.808 for data privacy indicates that people 

place a high value on the security of their personal infor-

mation. Users are less likely to adopt IoT devices if they lack 

faith in its data protection procedures. The Unauthorised 

Access factor loading of 0.763 increases customers' fears 

http://www.sciencepg.com/journal/ajist


American Journal of Information Science and Technology http://www.sciencepg.com/journal/ajist 

 

11 

about unauthorised people having access to their IoT devices. 

The threat of cyber-attacks resulting in breaches of their 

home networks can be a significant deterrent. The device 

vulnerability factor loading of 0.860 emphasises the rele-

vance of device security in consumers' decision-making pro-

cesses. Advanced IT expertise users may be more aware of 

possible vulnerabilities, affecting their adoption decisions 

[36, 37]. 

Users' knowledge of IT is a critical factor of their percep-

tion and awareness of IoT security and privacy threats. Users 

with a greater degree of knowledge about IT are more likely 

to be aware of the possible security and privacy issues con-

nected with IoT devices. They may be better qualified to 

identify the hazards and take preventative steps. IT manufac-

turers are able customise IoT devices for greater security. 

They are more likely to upgrade firmware, change default 

passwords, and use encryption. Understanding the complexi-

ties of data encryption and network security, IT customers 

are more likely to demand strict encryption measures from 

IoT makers. Users with IT knowledge are more likely to 

scrutinise privacy rules and terms of service. They may be 

more skeptical of data-sharing practises and choose gadgets 

and services that meet their privacy needs [38]. 

Security and privacy issues are essential in the ever-

expanding ecosystem of IoT-enabled smart homes. The user-

centric viewpoint, along with IT expertise, is critical in 

moulding users' attitudes and behaviours towards IoT adop-

tion. This advanced research debate emphasises the im-

portance of these aspects and their interactions, providing 

useful insights for both scholars and practitioners in the area. 

Addressing user-centric issues and improving security and 

privacy protections will be critical in encouraging wide-

spread acceptance and confidence in smart home ecosystems 

as IoT technology evolves. 

Recommendations 

When building IoT devices for smart homes, manufactur-

ers should prioritise user-centric design concepts. This in-

cludes user interfaces that are easy to use, clear privacy op-

tions, and simple security configurations. Initiatives should 

be launched to educate people about IoT security and privacy 

threats. Users may make educated judgements with the help 

of public awareness campaigns, detailed user manuals, and 

educational programmes. IoT device vendors must commit to 

offering regular firmware and software upgrades. Regular 

updates are required to address vulnerabilities and improve 

security. Privacy issues should be incorporated into the de-

sign of IoT devices. Data minimization, user permission, and 

transparent data management practises are examples of "pri-

vacy by design" ideas that should be incorporated into the 

product development process. 

Recognising that not all users have significant IT expertise, 

producers should provide user-friendly materials as well as 

readily available customer assistance. This assistance can 

help less tech-savvy persons efficiently configure security 

and privacy settings. The industry should endeavour to 

standardise IoT device security and privacy practises. The 

implementation of certification programmes can assist con-

sumers in identifying gadgets that fulfil stringent security 

and privacy criteria. IoT makers should be open about how 

their customers' data is gathered, saved, and shared. Users 

should be given with clear and straightforward privacy poli-

cies that clarify data usage and sharing practises. IoT devices 

should utilise strong encryption technologies for data transfer 

and storage in order to increase customer trust. Users should 

be confident that their information will be kept private and 

secure. 

Providing users with more control over their IoT devices 

and data. This provides the possibility to quickly deactivate 

data collecting or withdraw rights. Manufacturers, politicians, 

and stakeholders in the sector should work together to devel-

op best practises and rules for IoT security and privacy. A 

consistent and successful strategy may be achieved by a uni-

fied approach. Manufacturers should undertake privacy im-

pact studies before introducing new IoT goods or services to 

detect possible dangers and adopt mitigation measures. Cre-

ate a feedback system via which users may report security 

and privacy problems. Manufacturers should take customer 

input seriously and respond to concerns as soon as possible. 

Consider establishing security certification labels, similar to 

energy efficiency labels, which notify customers about the 

security level of IoT devices. 

Integrating ethical issues into the design and implementa-

tion of IoT technologies. Respecting user permission and 

privacy choices, as well as avoiding invasive surveillance 

practises, are all part of this. Finally, these guidelines are 

critical for addressing security and privacy problems in the 

use of IoT technology in smart homes. The industry can 

build more confidence and encourage wider use of IoT de-

vices while protecting users' security and privacy rights by 

concentrating on user-centricity, improving IT expertise, and 

adopting rigorous security and privacy measures. 

6. Conclusion 

The research study presented an in-depth examination of 

the complex interaction between security, privacy, user-

centricity, and IT expertise in the context of IoT adoption in 

smart homes. The findings emphasise the critical relevance 

of addressing security and privacy concerns from a user-

centric approach, while also considering customers' various 

degrees of IT understanding. The high factor loadings for 

constructs such as Perceived Intrusion, Data Privacy, Unau-

thorised Access, and Device Vulnerabilities underscore the 

importance of rigorous methods to build trust and confidence 

in users. The implications of these findings are far-reaching. 

IoT manufacturers should prioritize user-centric design, in-

vest in user education and awareness, and commit to regular 

updates and transparent data handling practices. To maintain 

uniformity and efficacy in tackling security and privacy 

problems, industry collaboration and standardisation activi-
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ties are crucial. Additionally, industry practises should be 

governed by ethical issues related to IoT usage. 

It is crucial that the business community and lawmakers 

take note of the lessons from this research topic as IoT 

technology develops and becomes more integrated into our 

daily lives. We can clear the path for the responsible and 

safe deployment of IoT in smart homes by taking the sug-

gested actions and embracing a user-centric and privacy-

centric approach. This not only protects users' right to pri-

vacy but also fosters the development and use of this revo-

lutionary technology. In the end, the user-centric analysis 

provided here acts as an essential benchmark for ongoing 

study and application in the ever-changing IoT adoption 

scenario. 

6.1. Practical Implications 

The study's research findings have significant practical 

consequences for various stakeholders, including IoT manu-

facturers, legislators, and consumers. These practical ramifi-

cations are critical in resolving the security and privacy prob-

lems that have arisen because of IoT adoption in smart 

homes. In building IoT devices for smart homes, manufac-

turers should prioritise user-centric design concepts. This 

includes user interfaces that are easy to use, clear privacy 

options, and simple security configurations. To ensure that 

gadgets correspond with users' requirements and preferences, 

user feedback should be actively solicited and incorporated 

into product development. 

Manufacturers, business organisations, and government 

agencies should work together to develop educational efforts 

that enhance consumer knowledge of IoT security and priva-

cy threats. User instructions and documentation should be 

thorough and easy to read, assisting users in properly secur-

ing their devices and protecting their privacy. IoT device 

manufacturers must commit to offering regular firmware and 

software upgrades. These upgrades should not only improve 

functionality but also resolve security issues as soon as pos-

sible. Consumers should be informed on the need of device 

updates and given clear instructions on how to do so. Manu-

facturers should incorporate privacy concerns into the design 

of IoT devices. Data reduction and user permission should be 

normal practise when implementing "privacy by design" 

concepts. Before introducing new products, privacy impact 

assessments should be performed to detect and minimise any 

threats to user data. 

Manufacturers should provide accessible support and ma-

terials to help consumers, regardless of IT skills, in properly 

adjusting security and privacy settings. User interfaces 

should be developed to appeal to both novice and experi-

enced users, while also making security and privacy options 

available to all. Stakeholders in the industry should collabo-

rate to develop common security and privacy standards for 

IoT devices. Certification programmes can assist users in 

identifying items that satisfy these requirements. Policymak-

ers can encourage and enforce compliance with these stand-

ards through regulations and incentives. Manufacturers 

should be transparent about how user data is collected, stored, 

and shared. Clear and concise privacy policies should be 

provided to users, explaining data usage and sharing practic-

es in plain language. Communication channels for security 

incidents and breaches should be established, ensuring that 

users are promptly informed and advised on necessary ac-

tions. 

Incorporating these practical consequences into corporate 

practises and standards might help alleviate security and pri-

vacy issues related with smart home IoT deployment. By 

concentrating on user-centricity, education, transparency, 

and ethical standards, stakeholders may establish a trusting 

environment, supporting responsible and safe IoT adoption 

for consumers. 

6.2. Theoretical Implications 

The research findings in this study have theoretical impli-

cations that contribute to the broader understanding of IoT 

adoption in smart homes, particularly in the context of secu-

rity, privacy, user-centricity, and IT knowledge. These theo-

retical implications can inform future research in the field. 

The prominence of user-centric constructs, such as Perceived 

Intrusion, Data Privacy, and Unauthorized Access, under-

scores the central role of user perceptions and attitudes in 

IoT adoption. Future research should explore how these user-

centric factors interact with technological factors to influence 

adoption decisions. The research highlights the influence of 

IT knowledge on users' security and privacy perceptions. 

Further theoretical exploration can delve into the cognitive 

processes that underlie this relationship, examining how IT 

knowledge shapes risk perceptions and decision-making in 

IoT adoption. 

The theoretical framework introduced in this study em-

phasizes the importance of user empowerment and control in 

IoT adoption. Future research should investigate the psycho-

logical aspects of user control and autonomy, shedding light 

on how these factors influence users' willingness to adopt 

IoT technology. The concept of "privacy by design" has ap-

peared as a key theoretical framework. Future research can 

delve into the practical implementation of these principles 

and their impact on user trust and adoption. This includes 

exploring the trade-offs between convenience and privacy in 

IoT design. 

6.3. Limitations and Future Works 

One limitation of this study is that the research findings 

may not be fully generalizable to all user populations and 

cultural contexts. The data used for this analysis might repre-

sent a specific demographic or region, and variations in user 

perceptions and behaviours should exist in different contexts. 

The data used in this study are cross-sectional, which limits 
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the ability to draw causal conclusions. Future research 

should benefit from longitudinal studies that track changes in 

user perceptions and behaviours over time. The research re-

lies on self-reported data, which may be subject to response 

biases and social desirability biases. Future research should 

incorporate objective measures of IoT adoption behaviour 

and user knowledge. 

IoT technology is rapidly evolving, and the security and 

privacy landscape is continually changing. This study did not 

capture the most recent developments and emerging security 

challenges. Future research should stay current with the 

evolving IoT ecosystem. The measurement of IT knowledge 

in this study might not capture the full spectrum of users' 

technological expertise. Future research should employ more 

comprehensive assessments of IT knowledge to explore its 

nuanced impact on IoT adoption. 

Future research should employ longitudinal designs to 

track changes in user perceptions and behaviours over time. 

This approach can provide insights into the dynamic nature 

of IoT adoption and how it evolves as technology advances. 

Comparative studies across diverse cultural contexts can help 

uncover variations in IoT adoption patterns and the impact of 

user-centric factors. Understanding cultural influences is 

crucial for designing global IoT solutions. Investigating the 

dynamics of entire IoT ecosystems within smart homes can 

be a promising avenue for future research. This includes ex-

amining how interactions among various devices and ser-

vices influence user perceptions and behaviours. While this 

study provides useful insights into the interaction between 

user-centric variables, IT knowledge, and IoT adoption, there 

is still plenty of potential for future research to expand on 

these results and meet the increasing problems and possibili-

ties in the IoT ecosystem. Researchers may contribute to a 

more thorough knowledge of IoT adoption patterns by re-

solving these constraints and following these pathways for 

future work. 
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