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Abstract

The economic benefits and scalability of public cloud computing are already undeniable due to recent advancements in the field;
the only question that remains is cloud security. Despite the enormous benefits of moving their computing workload to the cloud,
many organizations continue to show resistance to this change. Cloud security concerns are the most frequently mentioned cause.
Organizations are concerned by a larger attack surface created by the worldwide accessibility of services in the cloud. The
security and risk control set that enterprises can apply in the cloud is also often limited and impacted by the interoperability and
support provided by the chosen Cloud Service Providers (CSPs), and organizations are often not allowed to extend their trusted
security solutions they are already familiar with to the cloud. Yet, both traditional computing and cloud computing include
security risks, and cloud risk is just as controllable as traditional IT risk. Secondary data obtained from Identity Theft Resource
Centre (ITRC) database on cloud incidents from year 2020 to 2022 were analyzed in this study. To determine the primary
underlying causes of cybersecurity events observed across the years covered by the available data, the study used trend analysis
and descriptive statistics. The analysis shows that cloud incidents are not different from traditional incident and organizations can
leverage existing capabilities already developed in traditional computing towards managing the cloud risk. Also, organizations
need to take be proactive in their responsibility and take ownership of the risks. As the study shows, the majority of cloud
incidents are caused by knowledge gaps and the cloud customer's inability to exercise due diligence and care in ensuring effective
controls are put in place to stop prevalent attacks. Effective cloud training and adherence to the established cloud control matrix,
like the CSA, would successfully lower risk to a reasonable level.
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1. Introduction

Opportunities and risk are brought forth by the develop-
ment of cloud computing as a constantly changing technology.
Many organizations for the economic gains of cloud compu-
ting have adopted the cloud in their strategy while many more
are considering the cloud as the first model of choice. With the
recent advances in cloud computing and improvement rec-
orded in recent years, the economic gains and scalability of
cloud computing are no longer in doubt.

Cloud computing refers to the delivery of computing ser-
vices over the internet. While there is no consensus definition
for the term cloud computing, a sizeable number of stake-
holders have adopted the National Institute of Standards and
Technology (NIST) definition [1]. NIST defined cloud com-
puting as a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, appli-
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cations, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction [2]. Organizations’ access to a ubiquitous, con-
venient, and shared pool of configurable computing resources
means that organizations can escape huge upfront costs asso-
ciated with traditional computing resources need for business
workloads. Cloud computing services are offered on a
pay-as-you-use subscription basis thereby enabling organiza-
tions the flexibility to manage IT costs by either scaling up or
down their computing service consumption relative to the
business reality. Despite the enormous benefits cloud com-
puting offers, many businesses and organizations remain
reluctant in fully adopting cloud computing because of secu-
rity risks and privacy concerns of cloud adoption [3].

High-level cyberattacks are now more likely due to the
growing popularity of cloud computing and the availability of
cloud services via the internet [4]. As IT services move from
restricted on-premises perimeters to the cloud, their global
accessibility creates a greater attack surface. Even though
cloud adoption increases the attack surface, the security and
risk control set that organizations can implement in the cloud
is frequently constrained and influenced by the interoperabil-
ity and support offered by the selected Cloud Service Pro-
viders (CSPs).

Also, in contrast to traditional computing, where businesses
and organizations have firm complete control over the risk
landscape and are fully responsible for risk management,
cloud computing introduces a shared responsibility model,
wherein businesses must share risk with CSPs and trust CSPs
to be proactive in addressing cloud computing risk concerns.

With the Original Equipment Manufacturers (OEMs) and
software vendors now announcing strategic focus on cloud
computing and end of support for historic enterprise applica-
tions [5], businesses and organizations are being forced to the
cloud and it is imperative for organizations to understand the
risk associated with cloud computing in the lens of recent
incidents and how to stay afloat while harnessing cloud
computing benefits.

2. Background and Challenges

Despite the advantages of cloud computing, many organi-
zations are still behind in tapping into its potential and in-
creasing their competitive edge. Security risk is listed as the
top concern of the cloud computing [6]. The security risk of
cloud computing is the most cited reason for organizations'
reluctance to transform the business computing model from
traditional computing to the cloud. The fact that cloud security
and risk issues are perceived differently between the CSPs and
cloud service users is further widening the gaps and rein-
forcing the concerns [7].

Since businesses also do not own the underlying cloud in-
frastructures, compliance with jurisdictional standards, regu-
lations, and control may be very difficult in the cloud. This is
because service providers having many clients may not see
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compliance requirements from certain regions as important.
For instance, many of the cloud CSPs are already compliant
with the European General Data Protection Regulation
(GDPR), while only a few are compliant with the Nigerian
Data Protection Regulation (NDPR). The bias of CSPs paying
more attention to the security and regulatory requirement of
their immediate market at the expense of their distant cus-
tomers is also limiting the options and thus the adoption of the
cloud service.

Lack of total control of the computing stack housing sen-
sitive business process information and data also concerns
many. The fear is that data entrusted to CSPs may be at risk
because the compliance of the cloud service provider to cer-
tain standards is difficult to gauge and ascertain. For instance,
besides the external threat actors, a rogue employee of CSPs
may engage in mining and exploitation of cloud subscribers'
data or selling it to competitors and other interested buyers
thereby putting cloud-consumer businesses at disadvantage.

The unending breach reports of organizations specialized in
IT security solutions, and CSPs continue to create panic for
risk-averse organizations, and make others question the safety
of their data in the cloud and the sufficiency of the controls in
place to mitigate security risks and threats in the cloud.

The security risk and privacy concerns of the cloud are
enormous and these need to be brought sufficiently under
control to gain general acceptance and wider adoption by
businesses. This study, therefore, sought to explore the cloud
security trends in the last three years in light of the available
control matrix for the cloud incidents observed over the time
range.

Traditional Computing Issues

Traditional computing requires every organization to buy
the hardware and software required to run their IT operations,
and to employ specialized IT personnel to manage different
aspects of the IT operations and services. This approach im-
plies that capital expenditure on IT services and operations,
which in most cases are secondary to the operation of the
business, must be borne upfront. The huge upfront cost of
traditional computing served as a drawback for many organ-
izations that needed to raise seed funds to start operations.
This can also be regarded as an opportunity cost for large
businesses and enterprises whose investments that could
otherwise be channeled to other lucrative businesses are tied
down in the huge capital cost of IT. If business prospects do
not go as projected, the investment made in IT towards such
business is rarely recovered.

Growth-minded organizations are further plagued by the
purchase of computing capacity for future growth. The extra
computing capacity is seldomly used and may sit untapped for
the useful life of the computing hardware

Virtualization technology was introduced to reduce cost,
drive environmentally sustainable computing and mitigate
some of the issues associated with the traditional computing
[8]. The primary goal of virtualization is to manage workloads
by transforming traditional computing to make it more scal-
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able, efficient, and cost-effective [9]. Virtualization makes it
possible for organizations to optimize IT costs through the
effective use and sharing of computing hardware resources
e.g., random memory access (RAM), storage, processor, etc.
Virtualizations reduce hardware cost, improves computing
data center footprints, and savings on energy bills.

While virtualization serves some useful purposes, it intro-
duces the need for specialized skills to manage the virtual-
ization system itself adding to IT overhead counts and budget.
The total cost of ownership (TCO) of virtualization technol-
ogy is also huge and out of the reach of most SMEs who
should benefit from the technology. It also failed to effectively
address the need of SMEs who do not want to complicate their
business model by managing their IT stack but are satisfied to
rent the infrastructure from a willing private cloud provider.
The opportunities and lapses in virtualization gave rise to the
emergence of cloud computing.

Cloud Computing and Service Models

Cloud computing when compared to traditional 1T is quite
versatile, more scalable, and more elastic. Cloud computing
offers much more benefits when compared to traditional
computing [10]. The benefits of cloud computing include the
following

i. Pay only for the service used

ii. Resource sharing/pooling among businesses

iii. The main focus is business drive and agility

iv. Service accessibility over the internet

v. Enhanced security beyond what individual businesses

can provide themselves

vi. On-demand access to resources

vii.Self-service

Cloud computing offers flexible service models allowing
organizations to adopt the model(s) that best suits their re-
quirements. The security concerns in the cloud are reflections
of the service models adopted with some degree of responsi-
bility sharing between the consumers and the CSP.

Software as a Service (SaaS): In this model, the cloud
consumer uses the cloud provider’s application running on the
provider’s cloud infrastructure. The applications are accessi-
ble from various client devices and applications using the
internet. The provider is responsible for the administration
and control of the underlying cloud infrastructure including
host, storage, network, servers, operating systems, and in
most cases the application. The application is owned and
maintained majorly by the provider, and also has the respon-
sibility for vulnerability closure and threat concern mitigation.
The cloud user only owned the data and data protection is
however a joint responsibility.

Platform as a Service (PaaS): In this model, the consumer
in addition to the shared responsibility of data security is
responsible for an application used. The provider provides for
underlying cloud infrastructure including host, storage, net-
work, servers, and operating systems but not the application.
The consumer owns and is responsible for managing the ap-
plication and data, and their supporting services. Bug release
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fixtures and upgrades are more of the worries of the consumer.

Infrastructure as a Service (1aaS): In this model, the capa-
bility provided is such that the consumer can provision oper-
ating software and applications, install and run arbitrary
software and at the same time able to reserve compute re-
sources. The cloud provider still maintains control of under-
lying cloud infrastructure, but the consumer has control over
operating systems, storage, and deployed applications; and
possibly limited control of select networking components
(e.g., host firewalls).
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Figure 1. Cloud Conceptual Reference Model.

The cloud computing model adopted or subscribed may
have a huge impact on the kind of exposure an organization
transiting to the cloud may be exposed to, who owns the risk,
and who has responsibility for managing and treating the risk.
Recent security incident trend in the cloud has shown that
cloud security incidents cannot be solely pinned on CSP or
consumer. There are incidents resulting from control break-
down and unintentional misconfiguration on the part of the
CSPs exposing cloud consumers to risk. Ineffective control
implementation on the part of the consumers may also lead to
a breach. Recently, Microsoft disclosed [11] a misconfigura-
tion that exposed consumers’ data. About 65,000 organiza-
tions across 111 countries were affected by the breach [12].
Evidently, cloud breaches may not be because of control
breakdown or ineffective cloud governance on the part of the
cloud consumers, it can be from either the cloud provider
and/or the consumer. It is therefore pertinent to ensure pro-
viders are covered in every organization’s strategy aimed at
cloud adoption or sustenance of service workload in the pub-
lic cloud.

3. The Risk Mitigation Strategy for
Public Cloud Adoption

Yanpei [7] concluded in his research on cloud computing
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that security inevitably would become a significant cloud
computing business differentiator and that developing secu-
rity architecture early in the process can pay off greatly. Cloud
Security Alliance (CSA), the industry group that provides
security guidelines and education for cloud security in its
publication [13] states that “security controls for the cloud
computing are, for, in most part, no different than the security
controls in any IT environment”. Organizations with experi-
ence in traditional IT therefore already has some experience
required to navigate cloud security challenges. However,
cloud computing may introduce some different risks to an
organization than traditional computing. It is therefore nec-
essary to look at the risk areas of cloud computing and attempt
to bring the risks to an acceptable level while the organization
continues to benefit from the numerous gains of the cloud.

CSA have further developed a comprehensive and widely
accepted cloud security framework to help organizations with
a presence in the cloud or transition into the cloud manage
their risk and exposures. The CSA framework is comprehen-
sive and involved participation of leading CSPs in its devel-
opment. The rest of this section considers the guidance set
forth by CSA framework. The framework includes the fol-
lowing.

3.1. Governance and Enterprise Risk
Management

Governance and Enterprise Risk Management elaborates
on the adoption of already established governance frame-
works like 1SO 38500:2015, 1SO 27014:2013, COBIT, etc.
Information security is a tool of information risk management,
which is a tool of enterprise risk management, which is a tool
of governance. The four are all closely related but require
individual focus, processes, and tools.

Governance

!

Enterprise Risk Management

!

Information Risk management

!

Information Security

Figure 2. Governance and Enterprise Framework Cascade.

Cloud computing affects governance and since information
security is a tool of Risk management it cannot be whole-
somely taken care of unless it is brought under governance
and driven by it. The strength of cloud computing in infor-
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mation risk management is in the ability to manage risk more
effectively from a centralized point [14]. Regardless of the
cloud computing model adopted, an organization cannot
outsource the responsibility of governance to a third party or
even the CSP. Thus, organizations must verify and understand
cloud security, carefully analyze the security issues involved
and plan for ways to resolve them before moving workloads to
the cloud [14].

3.2. Legal Framework

There are legal implications of cloud computing and or-
ganizations must therefore cover it and include it in their
frameworks. Many organizations are mandated by countries
of jurisdiction and/or industries to safeguard personal data and
the security of information and systems and to comply with
some codes of conduct. A requirement if flouted may subject
an organization to financial losses in form of fines or loss of
operating license. Cloud computing was regarded as global
thinking, and establishing common rules is impossible [14].
This is supported by the various variations in regulations
observed between countries, states, and industries. It is
therefore pertinent that organizations extending their opera-
tions to the cloud would need to get accustomed to different
regulations that may apply. Organizations for Economic Co-
operation and Development (OECD) developed some fair
information-sharing principles [14] but the harmonization of
various stakeholder interests may not happen very shortly. In
many cases, the laws of different countries might apply con-
currently, by the following:

i. The cloud service provider’s location

ii. The cloud service user/consumer’s location

iii. The location of the data subject

iv. The physical location of the cloud underlying hard-
ware/servers
The legal jurisdiction of the contract between cloud
actors (including cloud carrier, cloud auditor, and cloud
broker)), which may be different from the locations of
any of the actors involved
Treaties and/or other legal frameworks between those
various locations.

Organizations therefore must seek to understand the ap-
plicable legal framework they are subject to by examining the
jurisdiction of their operations, which law may apply, and see
to understand and factor them into their planning to guard
against financial losses.

Vi.

3.3. Business Continuity and Management
Planes

Business Continuity and Management Planes: The Cloud
consolidates the administration of cloud services which were
kept separate in traditional 1T computing by systems, tools,
and roles. The management plane is the consolidation of all
resources and access. An unauthorized user gaining access to
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the plane may have dire consequences for the organization.
This is not to say that there is no benefit in the consolidation of
access, resources, and roles but this may mean excessive
access for certain categories of users. The management plane
guarantees ease of access and resource administration.
However, the compromise of such a sensitive account may
have a devastating effect on an organization. It is, therefore,
necessary for organizations to plan the limits and scope of the
management plane right from inception and adoption of the
cloud to minimize risk.

Other solutions such as zero-trust implementation and 1AM
may well be used to ensure business continuity while mini-
mizing the risk of wide management planes.

3.4. Infrastructure, Application, and Data
Security

It is critical to have a well-established dynamic security
model for the infrastructure of the cloud computing [15].
CSPs have some set of out-of-the-box infrastructure security
solutions available to cloud consumers to configure and turn
on. Since the security defaults may not meet every organiza-
tion's requirement, it is important to evaluate the cloud pro-
vider's security offerings to see if it meets the individual or-
ganizations' requirements. Where it does not meet the re-
quirement, a third-party security service broker solution may
be used to augment the solution provided by the CSP.

3.5. Incident Management

Security incident handling is an essential component of the
security management [16]. It deals with the timely detection and
analysis of security incidents, as well as the subsequent response
(i.e., containment, eradication, and recovery). The existing inci-
dent response process for traditional computing can serve as
input for cloud incident management. An effective incident
management process for the cloud must cover all aspects of
incident handling and response, with an escalation matrix and
threat triage clearly defined and documented. Since
risk/responsibilities are shared between the CSP and users, there
is a need for alignment of cloud-service users to the laid down
incident management procedure of the cloud provider to ensure
smooth invocation of the response plan should there be a need.

4. Methodology

The methodology considered the secondary data from the
Identity Theft Resource Center (ITRC) database [17]. Data
relating to cloud incidents between year 2020 to 2022 were
considered and analyzed for cloud-related incident trends over
those three years. Descriptive statistics and trend plots were
utilized in the data analysis to identify patterns and priorities the
steps that organizations needed to take to protect themselves
from common threats and control cloud risk. Since the focus of
this work is on the public cloud, physical attack records related
to on-premises/traditional 1T were not considered.

Table 1. Compromises by Attack Vector.

Cyberattacks
Phishing/Smishing/BEC
Ransomware

Malware

Non-secure Cloud Environment
Credential Stuffing

Unpatched software flaw

Zero Day Attack

Other

NA - not specified

Systems and Human Error
Failure to configure cloud security
Correspondence (email/letter)
Misconfigured firewall

Lost devices or document

2022 YTD FY 2021 FY 2020
1154 1613 878
343 537 383
194 352 158
60 141 104
6 24 50
14 14 17
- 4 3

3 4 1
19 426 162
515 111 -
100 179 152
13 54 57
15 66 55
7 13 4

3 12 5
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2022 YTD FY 2021 FY 2020
Other 5 34 31
NA-not specified 6 - -

5. Discussion of Findings and Recommendation

The result of the analysis is as follows.

Cyberattack Incident
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Figure 3. Cloud Incidents distribution based on attack type.
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Figure 4. Cloud incidents distribution based on system and human error.
1. The analysis revealed that successful cyberattacks rec- was recorded in 2022 when compared to 2021, it was
orded against cloud computing rose in 2021 and had however observed that phishing and ransomware at-
some decline in 2022. While a decline in cyber-attacks tacks over the observed period have not reduced sig-
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nificantly. Phishing and ransomware are not just a threat
to the cloud, traditional IT is affected. Since phishing
and ransomware attack evolves, and sometimes evade
detection, effective user awareness, education, and
training has been suggested as the next best method of
protecting the business against such attacks [18].

2. Malware and lack of effective security control are also
observed to have increased between 2020 and 2022.
While the incidents related to malware and control
breaches are not significant when compared to other
incidents, they are totally avoidable. Control matrix and
governance of cloud administration should be brought
under the governance and enterprise risk management
where it can receive focused attention [14]. Malware
attacks can also be further prevented by ensuring ef-
fective endpoint security and other solutions are de-
ployed. An assessment of the workload being run in the
cloud against the security solution offered by the cloud
vendor should be carried out. Where necessary, a
third-party security solution should be used to supple-
ment the offering from the CSP.

3. The availability of huge and uncategorized attack vec-
tors signals a need for security architecture training.
Some of the respondents of the survey by ITRC under-
stood there was a breach but could not describe in detail
what was observed. While attacks and threats are
evolving, security professional training and education
are highly important to stay current on the zero-day
threats and be equipped with sufficient knowledge
needed to defend the cloud infrastructure against
cyber-attack. It is also essential that not only the IT
administrators are certified on cloud computing in use,
information security engineers, data protection officers,
compliance officers and other roles within the IT risk
management structure should be mandated before or-
ganizations begin setting up their footprint in the cloud.
Systems and human error are avoidable. Failure to
configure cloud security and firewall misconfiguration
may have stemmed from inadequate knowledge of the
platform or a lack of proper change management pro-
cess. Stakeholder education is required and where
needed change management process should be intro-
duced to guide every aspect of control changes in the
cloud.

5. Organizations may also introduce proper governance of
identity through the use of identity and access man-
agement (IAM) solutions and zero-trust implementation
[19-21]. User accounts and devices are part of the se-
curity architecture of the organization, and if either of
these is compromised, it can effectively weaken the
security posture of the organization. The zero-trust ar-
chitecture ensures that access to organization resource
by devices and user accounts are not granted by default
until such access is evaluated against established met-
rics.
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6. Organizations must also take full responsibility for the
security of their cloud computing. While cloud security
risk and responsibility are shared between CSPs and
users, most security breaches were seen to be a direct
result of misconfiguration and knowledge gaps on the
part of the cloud users.

6. Conclusion

The increased cloud computing use came with a big risk;
the main disadvantages of cloud computing are security
threats, a larger attack surface, privacy issues, and the inabil-
ity to verify that CSPs are taking security seriously. However,
the risk associated with cloud computing is not all that dif-
ferent from that of traditional computing. In the former case,
organizations have complete responsibility and liability for
the risks, whereas in the latter case, the CSPs and cloud clients
share responsibility for risk.

The examination of cloud-related incidents from the ITRC
database between 2020 and 2022 demonstrates that the ma-
jority of incidents are caused by knowledge gaps and the
cloud customer's failure to exercise due diligence and care.
Risk would be successfully reduced to a manageable level by
following the established cloud control matrix, such as the
CSA. Based on trends, the analysis also recommends that
before shifting workloads to the cloud, users, cloud adminis-
trators, security engineers, and other roles within the IT risk
management structure should be made aware of, trained in,
and educated about cloud risk and the frameworks available to
manage it.

Zero trust technology and IAM Solutions are also viable
solutions to combating open access of lost devices and com-
promised user accounts.

To manage the risk and safety of computing in the cloud
effectively, an organization must take responsibility for the
risk associated with the cloud, have appropriate frameworks
in place and implement controls before moving services to the
cloud.

Abbreviations

CSP Cloud Service Provider

GDPR  General Data Protection Regulation

laaS Infrastructure as a Service

IAM Identity and Access Management

ITRC Identity Theft Resource Center

NDPR  Nigeria Data Protection Regulation

OECD Organizations for Economic Cooperation and
Development

OEM Original Equipment Manufacturer

PaaS Platform as a Service

SaaS Software as a Service

TCO Total Cost of Ownership

NIST National Institute of Standards and Technology
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