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Abstract: The intelligent reflecting surface (IRS), which consists of a large number of reflecting units, can adjust the phase
shifts of its reflecting units to strengthen the desired signal and/or suppress the undesired signal. In this paper, we consider an
IRS-assisted wireless surveillance system where an IRS is deployed to assist the legal surveillance receiver E to monitor the
information transmission of the suspicious link from AP to the suspicious receiver B. Two communication scenarios assuming
whether the suspicious link is aware of the existence of the monitor are considered. The optimization problem under the
constraint that the achievable rate at the monitor E is larger than that at the suspicious receiver B is proposed to jointly optimize
the beamforming vector at the AP and the phase shift matrix at the IRS to maximize the achievable eavesdropping rate. To solve
this non-convex problem, we introduce the semi-definite relaxation (SDR) approach and the alternating optimization (AO)
method to convert the non-convex optimization problem to a series of semi-definite programs (SDPs) and solve the SDPs
iteratively. Simulation results show that the assistance of IRS can greatly improve the performance of the surveillance, and
achieves significant advantages over the traditional relay-assisted wireless surveillance system.

Keywords: Intelligent Reflecting Surface (IRS), Wireless Surveillance System, Semi-definite Relaxation (SDR),
Alternating Optimization (AO)

systems [3-5]. On the other hand, in the wireless surveillance
system, the monitor is a legitimate eavesdropper that tries to
decode the information of the suspected communication link

1. Introduction

Recently, the fifth-generation (5G) wireless communication
networks have been applied in commercial deployment [1]. It [6]. ) ) o
aims at realizing ultra-high spectrum and energy efficiency, To improve the secrecy rate .of wireless communlcatlon
ultra-dense user connectivity, and very low latency. However, ~ Systems, the MIMO [7] and relaying [8] technologies are often
due to the open nature of the wireless medium, the security ~ Used to improve the performance of the wireless

problem presents a great threat to the information transmission ~ communication systems. However, a large number of RF
in the wireless communication systems. In addition, the chains should be used in the MIMO systems. It leads to

ubiquitous accessibility of wireless communications is also ~ CXCessive hardware consumption. The introduction of active

vulnerable to malicious exploitation. The legal surveillance of ~ relays in the relaying systems leads to more energy
suspicious information transmission is a very urgent need. The ~ consumption. The ~emergence of IRS technology ~has
achievable rate of the monitor in the surveillance system Successfully alleviated these problems [9]. The MIMO and

should be higher than that of the suspicious receiver such that ~ relaying technologies which are used to assist wireless
the information from the suspicious transmitter could be ~Communication, are active communication devices. The IRS

decoded successfully at the monitor [2]. is passiv.e and has .th.e. advantgges of .lower energy
In the wireless communication systems, technologies such ~ consumption, better flexibility, and higher efficiency. The IRS

as the relaying, large-scale MIMO, artificial noise, are adopted @0 be programmed to respond to external stimuli. Their static
to improve the security of the wireless communication interaction can be changed, meaning that their interaction with
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the crashing wireless waves can be manipulated.

The achievable rate can be improved by jointly optimizing
the active beamforming and passive beamforming in the
IRS-assisted systems [10, 11]. The beamforming vector of the
transmitter and the reflecting matrix are jointly optimized to
maximize the achievable secrecy rate [12]. It was
demonstrated that deploying large IRS reflectors is more
effective than enlarging the antenna numbers of the
transmitters [13]. Jamming is not only working well with the
relay [14], but also plays a vital role in the IRS-assisted
wireless system [15].

Through the so-called spoofing relay attack in the
relay-assisted surveillance system, eavesdroppers can launch
spoofing relay attacks, which significantly increases the rate
of information leakage from the suspicious source [16]. The
relay acts as a power splitting receiver. It divides the received
signal into two parts for information interception and spoofing
relay, respectively. Three possible spoofing relay schemes
according to the eavesdropping conditions were discussed
[17].

In this paper, we design an IRS-assisted surveillance system
by jointly optimizing the active beamforming of AP and the
passive beamforming of IRS to improve the surveillance
system performance. Two scenarios are considered assuming
whether the suspicious AP and the receiver B are aware of the
presence of the monitor E. We abuse monitor-unaware and
monitor-aware to denote the two cases, respectively. We
jointly optimize the active beamforming at the AP and the
passive beamforming by the phase shifters at the IRS to
maximize the achievable rate at the user under the constraint
that the achievable rate at the monitor is larger than that at the
receiver in the monitor-aware case. And in the
monitor-unaware case, we aim to optimize the passive
beamforming only. The optimization problems in both cases
are non-convex and are hard to be solved directly. To solve the
non-convex optimization problems, we introduce the
semi-definite relaxation (SDR) method and alternating
optimization (AO) approach to convert the original
optimization problem to a series of semi-definite programs
(SDPs) which are solved iteratively. Numerical results are
then presented to show the achievable rate performance of the
IRS-assisted surveillance system.

Notations: Scalars, vectors and matrices are denoted by
italic letters, bold-face lower-case letters and bold-face
upper-case letters respectively. The Euclidean norm of a

complex-valued vector X is denoted by ||X|| The space of
mXn complex-valued matrices is denoted by C™*™. The
notation diag(x) denotes a diagonal matrix with each
diagonal element being the corresponding element in x and
arg(x) is a vector each element of which is the phase of the
corresponding element in x. Tr(A) and A~ means the trace
and inverse of a square matrix A. A > 0 means the matrix
A is positive semi-definite. The conjugate, transpose and
rank of any matrix A are denoted by A, A, rank(A)
respectively.

2. System Model and Problem
Formulation

2.1. System Model

We consider an IRS-assisted wireless surveillance system,
as shown in Figure 1, where a legitimate monitor E aims at
monitoring a MISO suspicious communication link from the
AP to the suspicious receiver B with the assistance of the IRS.
The legitimate monitor E and suspicious receiver B are
equipped with single antenna while the transmitter AP
equipped with M antennas. The IRS is assumed to be
composed by N passive reflecting units, denoted by the set

N ={l,...,N} , which is connected to a controller. Due to

significant path loss, it is assumed that the power of the signals
that are reflected by the IRS two or more times is negligible
and thus ignored. We consider a quasi-static block fading
channel model for all channels involved and focus on one
particular channel that remains approximately constant. We
assume that perfect CSI of all channels is available at the AP
and the monitor E via channel training and feedback from the
IRS/user.
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Figure 1. An IRS-assisted surveillance system.

The baseband equivalent channels from AP to IRS, B and E
are denoted by GeCMN | hy,peCMl | hyp €
CM*1respectively, and the channels from IRS to B and E
denoted by e CN? hg € CV*1 . Let

® =diag(Be? ..., B’ ,...0e’”) denote the
phase-shift matrix for the IRS, where 6, U[0,277] and

BU[0,1] are the phase shift and amplitude reflection
coefficient on the combined incident signal of the n-th element
respectively. The transmitted signal from AP is X=WsS |
where w € CM*! is the information beamforming vector,

diagonal

||w||2 <P, P is the maximum transmit power at AP,

s~CN(0,1) is a circularly symmetric complex Gaussian
(CSCG) random variable denoting the information carrying
signal.

The information received at B and E can be expressed as:
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v, = (. ®G +hH )X +n,

1
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where 7, and n; are the independent and identically
distributed (i.i.d.) Gaussian random noises at the B and E with
zero mean and variances 0; and 0‘2 respectively. The

achievable rate at the suspicious receiver B and the monitor E
is given by

(@G +n” )w
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2.2. Problem Formulation

In this paper, we consider two scenarios assuming whether
the suspicious AP and receiver B are aware of the presence of
the monitor E. In the first case, we assume neither AP nor B is
aware of the presence of E. In the second case, AP is aware of
the presence of E and is willing to cooperate with E under the
surveillance of E to improve its information rate. We abuse
monitor-unaware and monitor-aware to denote the two cases
respectively. In both cases, it is assumed that no physical-layer
security coding is applied by the AP to prevent the
eavesdropping by E.

For the monitor-unaware case, the AP transmit information
to B with maximum ratio transmission (MRT), i.e. the
information beamforming vector W is set to be

w=PL
ol

coefficients of the IRS to maximize the achievable rate of the AP

The monitor E tries to adjust the reflecting

R, under the constraint R, = R, such that more information
can be surveilled by E. The optimization problem is expressed as

(P1): max R,

st. R, <R, 3)
0<6 <2mn=1,2,..,N

For the monitor-aware case, the AP is aware of the presence
of the monitor E and is willing to cooperate with the monitor
to improve its own rate. Therefore, the active beamforming
vector W and the reflecting coefficient matrix @ can be
jointly optimized to maximize the information rate under the
constraint that the monitor can decode the information of the
AP successfully, i.e. R; = R, . The optimization problem can

be expressed as

(P2): max R,
w,0
st. R,<R, @
[ <P

0<6 <2m,0n=1,2,..,N

where P is the average transmit power at the AP.

3. Solution to the Optimization Problems

As can be seen, (P1) is a special case of (P2) by fixing

=Pl

ool

problem (P2). The problem (P2) is a non-convex problem
since the beamforming vectors are in quadratic terms. It’s hard
to solve this optimization problem directly. So, we deploy an
SDR-based algorithm to convert the original optimization
problems to SDPs by optimizing the phase shift matrix and the
beamforming vector iteratively with the other fixed.

The problem (P2) is equivalently written as

Thus, we mainly focus on the solution to the

(P3): max |(h;®G +h, )w|
w,0
(@G +h,)w| 2| (@G +h W] ()

[w <P
0<6 <2mOn=1,2,..,N

For any given W, the optimization problem goes to

(P4):  max |(hj;®G +h’| )w|
[0
st @G +n)w[ 2|06 +hl,)w] ©
0<6 <2m0n=1,2,..N
Define  h,=diag(h/,)Gw , h =diag(h))Gw , let
v=[vl,...,vN] v, =¢e’ % On . The constraints become to

,  define  hi®Gw=v"h,
hl!®Gw =v"h_, h, =h",w,h, =h'_.w, problem (P4) is

rewritten as

(P5):  max |Vth +hy, |

s | "h, +h, | >| "h, +h (7

Bw
yes N

Problem (P5) is a non-convex problem. Define
h, hH
Q=

R I L R B
thh 0 hahe O t

introduce ¢ as an auxiliary variable, problem (P5) can be
equivalently written as

(P6): max V'Q,V +|hy, |

(®)

st. V'Q,V+|h, | <¥"Q,v+|h,, [

=L...N

Define V =wv", V>0, and rank(V)=1. Then, problem
(P6) becomes to
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P7: max T(Q,V)
st. Tr(Q,V)=Tr(Q,V) +|hy, [ =|hy,[ <0 ©
V,, =L,0n=1,..,N+1
V>0

The problem (P7) is a standard convex semidefinite
program (SDP) and can be optimally solved by the numerical

solver CVX [19]. Generally, rank(V)=1 isnot satisfied. The

Gaussian randomization method can derive a rank-one
solution from the optimal solution to problem (P6). The
optimal solution V to the problem (P7) is eigenvalue
decomposed as 'V =UZU" , where X =diag(A,..Ay,,) isa
diagonal matrix and U =[e,,....e,,,;] is a unitary matrix. A
UZ”ZI'

satisfying

sub-optimal solution to (P7) is constructed as v =
where yOCY" is Gaussian variable
CN(0, I,,,) withzero meaning and covariance matrix I,,, .
The objective value of (P6) is approximated as the closest to
the optimal one attained by the bestv among all r's with
independently  generated Gaussian random  vectors.
Accordingly, the sub-optimal solution to the problem (P2) for
any fixed beamforming vectors is derived by
0= e./'arg(;’/;.w)“”\q )

In the next steps, we solve the optimization problem (P2)
over the active beamforming vector W, for any given @ .

=hj®G+h’, , ¢, =hj®G+h', , the
problem (P3) is equivalent to

Define ¢,

2
(P8):  max ‘(lew‘
o 0
[wl < P
LetQ, =(P1(Pf1, Q, =0,0,, W=ww", we have
(P9): max r(Q,W)

st. Tr(QW)-Tr(Q,W)<0
Tr(W)< P
W>0

(1D

Rank(W)=1

However, as proved in [18], Rank(W)=1is always holding at
the optimum of problem (P9). The proof is omitted here for
brevity. The problem (P9) is a semi-definite program and can
be solved by the numerical solver CVX [19].

Finally, with the solutions to problems (P7) and (P9),
problem (P2) for each fixed value can be solved via alternating
optimization, in which problems (P7) and (P9) are solved
iteratively until the convergence. The AO algorithm is
summarized in Table 1.

The rank-one constraints are omitted.

Table 1. Alternating Optimization.

Algorithml: Alternating optimization

1: Initialization:

2:Set k = 0,w® =+/Phy/|hyll

3: repeat

4:Setk=k+1.

5: With the given w® solve problem (P7) to derive V%, and let the
eigenvalue decomposition of V® be v*) = yzuH.

6: Apply Gaussian randomization method to derive u® = elan8@/an+1)un)
8: Set ®®) = diag(u®).

9: With given @ = &1, solve problem (P9) to derive W®, find the
eigenvector corresponding to the largest eigenvalue of W*, and applying
(k) w® .

10: until the fractional increase of the objective value is below a threshold
€ > 0 or the maximum number of iterations is reached.

Gaussian randomization method to derive w
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Figure 2. System simulation coordinate system.

4. Simulation Results

We consider an Equal-Height system supposing AP and
users are consistent in height. As shown in Figure 3, the IRS
with N =N XN reflecting elements total, N, and N,
denote the numbers of reflecting elements along the x-axis and
y-axis.

The AP-IRS channel is dominated by the LoS link since the
IRS of a surveillance system usually knows the AP’s location
to exploit LoS channel. We assume the Rician fading channel
model for all channels because of small-scale fading. The path

-a
loss model is given by L(d)=C, (%) , where d 1is the

distance of the link, @ is the path loss exponent and C, is

the signal attenuation at a reference distance D=1 meter.
Then, the AP-IRS <channel G is given by:

LDS NLoS
’ / G , where represent
1 + ﬁ Al 1 + ﬁ Al ﬁAI p

the Rician factor, G*° and G™* are the deterministic LoS
and Rayleigh fading components. The elements in G are then
multiplied by the square root of the distance-dependent path

loss with the path loss exponent denoted by @ ,; . The path loss
exponents as a, =2,
a,=0a,=35 a,=0a,=25, B, =, other links B =0.
The number of Gaussian randomizations of the beamforming

and Rician factors are set
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vectors is set to be 1000. Other simulation parameters are set
as: C,=-30dB P =01, 0‘12;:02:—80dBm R
dy =2m, d; =3m, N =50 (ifnot specified otherwise). The
AP-user and IRS-user link distances are given by

d, =\d*+d: , d,=d*+d} , d,=.d,-d)+d} ,
d, =J(d, —d)* +d? .

4.1. Monitor-unaware Surveillance

We consider the setup where B and E are 35m away from
AP, the position of the AP is fixed while the distance between
IRS and AP is increasing increases from 20 to 70. As shown in
Figure 3, the closer the IRS is to the supervisor, the higher the
accessibility rate of the supervisor. When the IRS location
exceeds the distance range, the IRS can only improve the
accessibility rate of supervisors little. And as we can see from
the figure, the right IRS location can increase the accessibility
rate of both supervisor and suspects. As shown in the figure,
the supervisor B cannot monitor the information of E without
the assistance of IRS, since the achievable rate of E is always
lower than that of B.

10 - : -
-&--|RSBOB
-+~ |RSEVE

9r NOIRSBOB| 1
— -~NOIRSEVE
H
>
Q.
=y
(0]
®
(0]
s
©
>
(0]
g
(&)
<

i : . . :

20 30 40 50 60 70

Distance between AP and IRS: IRSD/m

Figure 3. Achievable rate vs. the distance between AP and IRS.

As shown in Figure 4, we compare the achievable rate of the
IRS-assisted system and system without IRS with different
distances between AP and B. We set the distance d,=35m
between AP and IRS, while B moves along the X-axis. First,
for the scheme with IRS, it is evident that the achievable rate
of E is dramatically improved. On the premise that B is not
disturbed, E can monitor the information transmitted from AP
to B. Moreover, as the distance between AP and B increases,
the achievable rate of B keeps decreasing, and E can always
maintain a high achievable rate. Again, it can be shown from
Figure 5 that the monitor E cannot decode the information of
the suspicious link from AP to B without the assistance of the
IRS.

10 - : , , ,
M,
OF eai ]
) N, -o--IRSBOB
< gl ., ~~ IRSEVE
.,
a Woion NOIRSBOB
5 e ~~NOIRSEVE
B
o [ 3
N,
5 9
© N,
3 o
= 61 i L N
3} o,
< .
Y
5<W>

4 3 g : i i
20 25 30 35 40 45 50
Distance between AP and B:D/m

Figure 4. Achievable rate vs. the distance between AP and B.
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Figure 5. Achievable rate vs. the number of the elements of the IRS.

Figure 5 shows the achievable rate with different number of
IRS elements. Both the achievable rate of the monitor E and
the suspicious receiver B increase as the number of the
elements of the IRS increases. It is necessary to point out that
the achievable rate of E increases with a faster speed than that
of B. Such a performance gain is attributed to two aspects. 1)
the achievable rate increases greatly because of the increase of
the number of reflective elements; 2) monitor can obtain a
higher achievable rate by optimizing the reflection coefficient
matrix.

4.2. Monitor-aware Surveillance

In Figure 6, we compare the achievable rates of B and E
with or without the assistance of the IRS. The receivers B and
E are 35 meters away from the AP. We assume the IRS moves
along the X axis. The achievable rate by jointly optimizing the
beamforming at the AP and reflecting matrix at the IRS in the
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monitor-aware case is less sensitive to the location of the IRS
compared to that in the monitor-unaware case. Within a
certain range of the distance between IRS and AP, the
achievable rate of the monitor changes little. However, the
achievable decreases when the IRS is near to the receivers.
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Figure 6. Achievable rate vs. the distance between AP and IRS.
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In Figure 7 we compare the achievable rate of different
schemes, namely the IRS-assistance, no IRS case and
relay-assistance scheme assuming the transmit power in each
scheme is the same. In the relay-assistance scheme, the relay
forwards the signals with AF relaying. We consider the setup
where the IRS and E are 35 meters away from the AP and B
moves along the X-axis. For the system without the IRS, we
can observe that the monitor suffers more SNR loss due to
signal attenuation. However, deploying an IRS improves the
monitor’s achievable rate significantly. And, a larger
AP-monitor distance leads to a high monitor achievable rate in
IRS-assisted surveillance systems. It’s clear in Figure 7 that
the performance of the monitor-aware surveillance system is
greatly improved through jointly optimization. Supervisor can

get a larger achievable rate than surveillance system without
the assistance of IRS. Compared with the relay-assisted
surveillance system, E achieves larger achievable rate in IRS-
assisted surveillance system. Therefore, to design a
monitor-aware surveillance system, it is more energy-saving
to use IRS than using relaying.

5. Conclusion

In this paper, we designed an IRS-assisted surveillance
wireless communication system to improve the achievable
rate. Specifically, active beamforming and passive
beamforming are optimized jointly to maximize the
achievable rate of IRS-assisted surveillance systems by SDR
and alternating optimization techniques. Simulation results
demonstrate the achievable rate improvement signal coverage
extension achieved by deploying the IRS as compared to the
conventional setup with relays or without IRS. We can also
improve the surveillance systems by adjusting the position of
the reflective surface and the number of reflective surfaces.
The research of joint optimization of wireless supervision
system and IRS is in the initial stage, there are still many
problems worth study. For example, due to the location of the
monitored uncertainty, the best intelligent reflector selection
in intelligent reflector group and multi-reflector joint
supervision optimization problem; In the case of
multi-intelligent reflector surveillance systems, the robustness
of surveillance systems is also a problem worth pondering.
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