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Abstract: In order to study the vulnerability of the European express train transport network, statistics were made on the
countries and cities along the route. The two methods of intentional attack are to study the changes of the network characteristic
values, such as the average degree of the network, the proportion of isolated nodes, the average path length, and the network
efficiency. Under the deliberate attack, the node average degree, aggregation coefficient, network efficiency, and average path
length of the China-Europe train network decrease rapidly with the increase of the attack ratio and decrease to 0. Under random
attack, the average node degree, network efficiency, and average path length of the network show a slow decreasing trend with
the increase of the attack ratio, and the aggregation coefficient increases slowly and then decreases. The isolated node is no
longer connected to other nodes under the deliberate attack and random attack, so the attacked node is the isolated point, which
increases the cardinality of the isolated node. The research shows that the China Railway Express network is relatively strong
when subjected to random attacks, and relatively vulnerable when subjected to deliberate attacks. At the same time, it is found

that some nodes in the China Railway Express play an important role in the connectivity of the network.
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1. Introduction

The China-Europe Express runs according to fixed trains,
fixed routes, fixed schedules and full schedules, and runs
international intermodal trains such as containers between
China and Europe and countries along the Belt and Road. The
China-Europe express train has formed a basic pattern
characterized by three major channels, four major ports, five
directions and six major lines. Studying the vulnerability of
the European train network and finding the weak links of the
network is of great significance to the trade cooperation of
countries along the route.

Wu Di in view of the vulnerability of the container shipping
network of the Maritime Silk Road, the Silk Road network is
constructed, and the network structure analysis of the Silk
Road network is analyzed by using complex network theory,
and the changes in the characteristics of network connectivity
are analyzed by using two attack methods: random attack and
deliberate attack, and points out which areas are weak

offensive areas, and proposes corresponding countermeasures,
which is of great application value [1].

Xu Yingming in view of the unobstructed passage of
China-Europe express trains, that is, the transportation
situation of fast at both ends and slow in the middle, he
proposed countermeasures to improve the efficiency of traffic
and improve the smooth passage of the Belt and Road [2].

Wu Shan in view of the impact of network vulnerability on
shipping trade, the theory and method of complex networks
are used to explore the vulnerability of global maritime
networks, and studies have shown that deliberate attacks are
more obvious than random attacks under the vulnerability of
networks, and network efficiency declines faster [3]. Duan
Jiayong in view of how to accurately predict the weak links of
the network, the analysis method of the fragile links of the
complex network is designed, and the effectiveness of the
method is verified by taking a railway network as an example.
Experiments show that the method can more accurately infer
the weak links in the network [4]. Wang Nuo in view of the
changing trend of wvulnerability of the global container
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shipping network, the network stress test method is proposed
by using complex network theory, taking 2004 and 2014 as an
example, the nodes and corresponding edges are gradually
deleted according to the size of the node degree in the
proportion of 1%-10%, and the changes of quantitative
indicators are analyzed, and the research results have a
reference effect on deepening the research of port geography
[5]. Ji Mingjun under the initiative of the Belt and Road
Initiative, in view of the particularity of the China-Europe
express train transported by the New Eurasian Land Bridge,
the problems existing in the logistics park were analyzed, and
different logistics nodes were proposed to build differentiated
logistics parks and strengthen the cooperation of logistics
parks, thereby promoting the smooth operation of the new
Eurasian continent [6]. Literature the study analyzes the
reliability of port security in the context of terrorist attacks
[7-10].

Albret first studied the invulnerability of complex networks
in 2000, mainly concerned with the impact of topology on the
invulnerability of complex networks, and concluded that the
network has strong invulnerability to targeted attacks [11].

References deliberately attack the transportation network
and power network by using the height number and high
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betweenness, and then analyze the changes of various network
indicators to determine the vulnerability of each part [12-15].

In this paper, the trains of countries and cities along the
route are constructed, and the container network of
China-Europe express trains is constructed, and the changes in
the average degree of the network, the proportion of isolated
nodes, the average path length, and the network efficiency of
the network are studied in two ways, namely random attacks
and deliberate attacks.

2. Network Building

This paper counts 63 central European train information,
each of which includes departure point, arrival point,
departure city, transit country or city.

The model of China-Europe express train network is as
follows:

1) Each city is 1 node.

2) Transport between cities is round-trip, so the network is
abstracted into a directionless network without regard to
the direction of the edges.

China Railway Express Network is shown in Figure 1

below:
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Figure 1. China Railway Express Network.

2.1. Average Node Size of the Network

The concept of network average refers to the average node
degree of all nodes in the network, which is the average of all
nodes in the network when the main channel of the
China-Europe express train is attacked. In fact, when the main
channel of the network is attacked, the nodes and edges of the
network are also reduced, the average degree of network
nodes also changes, the greater the average degree of change

rate, the more sensitive the network means that the more
vulnerable, set N as the total number of nodes in the
China-Europe train network, K is the average degree of the
Central European train network, £; is the node degree of the
nodei , then

K :%Zki (1)
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2.2. Proportion of Orphaned Nodes

Orphaned nodes are the proportion of nodes to which they
have no edges attached. When a site in a network is attacked
and the network transportation cannot operate normally,
which in turn affects the size and connectivity of the entire
network, the proportion of isolated nodes is:

*

M:(l_i}mm 2
N

2.3. Average Path Length

The average path length refers to the average of the shortest
paths between all node pairs in the network, and it is also an
important indicator of network vulnerability. In general, when
the network is attacked, but the network has not yet caused the
network to fragment, the average path length can reflect the

average degree of separation between nodes, set d; as the

shortest path length between nodes i and node ; , that is, the

calculation formula of the average path length of the network
L is:

_ 2 N N
G e DIP I ®

2.4. Network Efficiency

Network efficiency refers to the sum of the efficiency of all
nodes, it reflects the difficulty of network transportation, the
higher the network efficiency indicates that the better the
connectivity of the network, set /; is the reciprocal of

E s the network efficiency, then
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2.5. Aggregation Coefficient

The aggregation factor refers to the average probability of a
connection between two nodes connected to the same node in
a network, which reflects the degree of aggregation of the
network. When the nodes in the network are attacked, the
network becomes loose, so that the aggregation coefficient of
the network also decreases, and the aggregation coefficient of
the nodes is set:

2M,;
C[=—19i=192939'“9N (5)
k; (k; =1)
In Equation (5): M, is the number of edges that exist
between the neighboring nodes of node i

The aggregation coefficient C of the network is calculated
as follows:

3. Vulnerability Analysis of Network
Nodes

Deliberate attacks and random attacks are the main way to
test the vulnerability of the network, random attack refers to
the deletion of network nodes with a certain probability to
simulate the impact of random events on The China-Europe
train. Deliberate attack refers to the deletion of nodes in the
network according to the number of nodes from the largest to
the smallest to study the impact on the China-Europe train. In
order to quantify the vulnerability of the network, this paper
gradually simulates random attacks and deliberate attacks at a
rate of 1.3%, and calculates the changes in network
characteristics such as average node size, aggregation
coefficient, isolated node ratio, network efficiency, and
average path length of the network when attacked.

As can be seen from the following figure, when a network is
subjected to a random attack, the average node size,
aggregation coefficient, proportion of isolated nodes, network
efficiency, and average path length of the network change
more slowly. When the network is deliberately attacked, the
average node degree, aggregation coefficient, orphaned node
ratio, network efficiency, and average path length of the
network change greatly, which indicates that the network is
relatively strong when it is randomly attacked. Networks are
vulnerable when they are deliberately attacked.
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Figure 2. Node degree.

As can be seen from Figure 2 below, when the network suffers
random attacks, the average node degree of the network changes
slowly. When the network is attacked deliberately, the average
node degree of the network varies greatly.
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Figure 3. Network density.
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As can be seen from Figure 3 above, when the network is
subjected to random attacks, the network efficiency of the
network changes slowly. When the network is attacked
deliberately, the network efficiency of the network varies
greatly. When the attack ratio is 18%, the network density of
the network is zero.
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Figure 4. Average distance.

As can be seen from Figure 4 above, when the network is
subjected to random attacks, the average path length beginsto
change little, and when the attack ratio is 33%, there is a
significant decrease. When the network is attacked
deliberately, the average path length of the network varies
greatly
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Figure 5. Clustering coefficient.

As can be seen from Figure 5 above, when the network is
subjected to random attacks, the variation of the aggregation
coefficient of the network starts relatively slowly, and then
drops rapidly when the attack ratio reaches 37%. When the
network is attacked deliberately, the aggregation coefficient of
the network varies greatly. When the attack ratio reaches 5%,
the aggregation coefficient is zero.
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Figure 6. Proportion of orphaned nodes.
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As can be seen from Figure 6 above, when the network
suffers random attacks, the proportion of isolated nodes in the
network changes slowly. When the network is attacked
deliberately, the aggregation coefficient of the network varies
greatly. When the attack ratio reaches 20%, the network is
basically in a scattered state.

As can be seen from the above figure, under the deliberate
attack, the node average, aggregation coefficient, network
efficiency, and average path length of the China-Europe
express train network decrease rapidly with the increase of the
attack ratio and decrease to 0. Under random attacks, the node
average, network efficiency, and average path length of the
network show a slow decreasing trend with the increase of the
attack proportion, and the aggregation coefficient slowly
increases and decreases. Orphaned nodes are no longer
connected to other nodes under deliberate and random attacks,
so the attacked nodes are isolated points, which increases the
cardinality of orphaned nodes.

4. Conclusion

This paper counts the operating lines of China-Europe
express trains, using complex network theory to study the
vulnerability of European trains, the study shows that the
network is relatively strong under random attacks, and the
network is more vulnerable under deliberate attacks, while
some nodes in China-Europe trains play an important role in
network connectivity. At the same time, some nodes in the
China Railway Express play an important role in the
connectivity of the network.
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